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Abstract

The realization of a desirably functional quantum Internet is hindered by fundamental
and practical challenges such as high loss during transmission of quantum systems,
decoherence due to interaction with the environment, and fragility of quantum states
under measurement. We study the implications of these constraints by analyzing the
limitations on the scaling and robustness of the quantum Internet. Considering quan-
tum networks, we present practical bottlenecks for secure communication, delegated
computing, and resource distribution among end nodes. In particular, we show that the
device-independent quantum key distribution (DI-QKD) network of isotropic states
with parameter p has a finite diameter depending on p. Motivated by the power of
abstraction in graph theory (in association with quantum information theory), that
allows us to consider the topology of a network of users spatially separated over long
distances around the globe or separated as nodes within the small space over a pro-
cessor or circuit within a same framework, we consider graph-theoretic quantifiers
to assess network robustness and provide critical values of communication lines for

B4 Karol Horodecki
karol.horodecki @ug.edu.pl

Abhishek Sadhu
a.sadhu@bham.ac.uk

Siddhartha Das
das.seed @iiit.ac.in
Raman Research Institute, Bengaluru, Karnataka 560080, India

Center for Security, Theory and Algorithmic Research, International Institute of Information
Technology, Gachibowli, Hyderabad, Telangana 500032, India

School of Computer Science, University of Birmingham, Edgbaston, Birmingham B15 2TT, UK

Department of Computer Science Engineering, G Narayanamma Institute of Technology and
Science, Hyderabad, Telangana 500104, India

Institute of Informatics, National Quantum Information Centre, Faculty of Mathematics, Physics
and Informatics, University of Gdarisk, Wita Stwosza 57, Gdarisk 80-308, Poland

International Centre for Theory of Quantum Technologies, University of Gdansk, Wita Stwosza 63,
Gdarnisk 80-308, Poland

Published online: 28 October 2026 @ Springer


http://crossmark.crossref.org/dialog/?doi=10.1007/s11128-026-05312-z&domain=pdf

351 Page2of67 A.Sadhu et al.

viable communication over quantum Internet. We consider some quantum networks
of practical interest, ranging from satellite-based networks connecting far-off spatial
locations to currently available quantum processor architectures within computers,
and analyze their robustness to perform quantum information processing tasks. Some
of these tasks form primitives for delegated quantum computing, e.g., entanglement
distribution and quantum teleportation, that are desirable for all scale of quantum
networks, be it quantum processors or quantum Internet.

Keywords Quantum network - Quantum internet - Scalability - Percolation -
Entanglement distribution - Quantum processors
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1 Introduction

The quantum Internet [1-3] is a network of users who are enabled to perform desired
quantum information processing and computing tasks among them. Some of the
important communication and computing tasks that we envision to be possible in
full-fledged quantum Internet are cryptographic tasks against quantum adversaries
of varying degree, quantum computation, distributed quantum computing, delegated
quantum computing, quantum sensing, quantum clock synchronization, quantum
communication, superdense coding, quantum teleportation, randomness generation
and distribution, and others [4—10]. Some of the crucial primitives for many of the
quantum information and computing tasks are the distribution of resources like entan-
glement [11-14], nonlocal quantum correlations [15-18], or quantum coherence [19],
etc.

Recent technological advancements have made it possible to realize quantum net-
works with fewer users at small distances [20-22]; however, the short lifetime of
physical qubits (in some coherent states or quantum correlations), the high loss expe-
rienced during the distribution of quantum systems across different channels [23, 24],
and the use of imperfect measurement devices [25, 26] limit the realization of quantum
networks for practical purposes. It is important to study the limitations of the quan-
tum Internet, be it network connecting nodes in a quantum processor (or quantum
computer) or network connecting users in different spatial locations to allow quantum
information processing tasks among them. In this work, we use tools and techniques
from graph (network) theory and quantum information theory to shed light on the
limitations on the robustness and scalability of the quantum Internet.

Unlike classical signals, the losses associated with the transmission of quantum
states between two parties via a lossy channel cannot be reduced by using ampli-
fiers since the measurement will disturb the system [27] and unknown quantum states
cannot be cloned [28]. An alternative approach is to use quantum repeaters [29, 30]
to enable entanglement distribution [3, 13, 31, 32] and perform cryptographic tasks
over lossy channels. The quantum repeater-based protocols use entanglement swap-
ping [33, 34] and optionally entanglement purification [35-37] at intermediate points
along the quantum channel. Advances in satellite-based quantum communication net-
works [38, 39], improving system designs [40, 41], and developing post-processing
techniques [42—44] are considerable efforts toward overcoming constraints on realiz-
ing the quantum Internet. With the assumption that some repeater-based schemes may
improve the transmissivity of quantum channels connecting nodes in a network, we
highlight instances to illustrate the limitations of current technology in implementing
scalable quantum communication and device-independent quantum key distribution
(DI- QKD) networks.

If we focus on the topology of the quantum Internet, certain important questions
arise: What is the effective structure of the underlying network to enable different
parties to perform information processing tasks? Once a network structure is estab-
lished, a significant concern is regarding its susceptibility to node and edge failures. A
resilient network should possess the ability to carry out different information process-
ing tasks even if a substantial portion of its nodes becomes inactive. Consequently,
it is desirable that the realization of the quantum Internet withstands the failure of a
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fraction of its nodes and links. This naturally leads to the question of how to evaluate
the resilience of the quantum Internet and identify the nodes that are most crucial to
its overall functioning. Having designed robust networks to enable different parties
to perform desired information processing tasks, it is important to ask what strategies
can be employed to optimize the flow of resources at the buffer nodes.!

1.1 Motivation and our contribution

The power of abstraction in graph (network) theory [45, 46] that provides a general
formalism to analyze networks without getting into specific details of implementa-
tion [47] motivates the use of graph-theoretic tools in analyzing the scalability and
robustness of a global-scale quantum Internet. Focusing on the robustness of networks,
we present figures of merit for comparing different network topologies. We also apply
ideas from percolation theory [48-50] to discuss the robustness of networks formed
when performing a class of information processing tasks over any lattice network
(sufficiently large graph).

One might find the level of abstraction quite high. However, it is justified by the fact
that we consider a system be it network or processor as the one after any technological
improvement involving repeater techniques or fault-tolerant quantum computing. No
matter how they are defined, resulting output state will never be ideal but can only
at best be close to ideal. For example, in some cases of practical interests, these final
states can be modeled (in the case of links) as an isotropic state: ideal maximally
entangled state mixed with the maximally mixed state (a useless noisy state) with
some nonzero probability.

The structure of the quantum Internet will depend on the information processing
tasks that the network needs to perform. The building blocks for the structure of any
network are the elementary links connecting two nodes of the network. Hence, it is
important to assess the limitations at the elementary link scale. To do this, we present
the critical success probability of the elementary links for performing some desired
information processing tasks. Extending to a more general repeater-based network
with memory, we present a trade-off between the channel length and time spent at the
nodes such that the state shared by the end nodes remains useful for various tasks.

There is a strong motivation to enable remote places to securely access quantum
processors via the quantum Internet and perform delegated quantum computing [51-
53] over the quantum Internet as it is less resource extensive on the individual user.
To illustrate this, we may assume an instance where a user with limited computing
resources in Bangalore (in India) requests to securely access the IBM Quantum Hub at
Poznari (in Poland) [54] via the quantum Internet. Enabling secure access requires the
sharing of entangled states among distant nodes [13, 55-58] along with performing
secure cryptographic tasks against adversaries. We present limitations involved in
implementing these tasks.

In particular, we present limitations on using isotropic state [59] for distilling secret
keys via DI-QKD protocols [60, 61] over the quantum Internet. We provide upper

1 A buffer node in a network is a node that temporarily stores resources from different input channels and
distributes them to different output channels upon request.
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Fig.1 A network of point-to-point connections made of isotropic states is depicted. Any two nodes can be

made directly connected via entanglement swapping to generate DI-QKD key along connecting path if and
DI-QKD

d(u,v) < df,’i;QKD < 4o

only if they are in a finite distance less than a critical one < d_; . For example, nodes # and w cannot

be connected as they are too far. Only in the yellow area any pair of vertices can be made directly connected
in device-independent way. In graph-theoretical language, the diameter of any fully connected subgraph is

finite, bounded by d?rilt_ QKD The same fact limits the distance of connecting nodes with pure entanglement

needed for faithful teleportation which enables, e.g., delegated quantum computing. (Color online)

bounds on the number of elementary links between the end nodes for performing
secure communication and information processing tasks (see Fig. 1). We show that a
region of a (possibly infinite) network has a bounded size (graph-theoretically bounded
diameter). Any two nodes can be connected by entanglement swapping to produce a
device-independent key by so-called standard protocols only if the nodes are closer to
each other than the critical distance dgilt' QKD, which is always finite. It is a consequence
of the recently discovered fact that even states exhibiting quantum non-locality may
have zero device-independent key secure against quantum adversary [62]. Our result
can be phrased as no percolation for DI-QKD networks in graph-theoretic language.

Let us recall here that we consider only the standard Bell measurements (see
Eq. (13)) in the nodes since any technique improving the quality of the links, such
as entanglement distillation or quantum error correction, is assumed to be performed
beforehand.

Assuming there exists some scheme that can mitigate losses and improve trans-
mittance over a quantum channel (see Assumption 1), we present limitations on the
scalability of networks for performing quantum communication and implementing DI-
QKD protocols. In particular, we present limitations on performing DI-QKD between
two end nodes at a continental scale of distances and connected by repeater-based ele-
mentary links of metropolitan scale (see Example 1). Considering performing quantum
communication over a lattice with optical fiber-based elementary links, we present lim-
itations on its scalability (see Observation 3). These illustrate how far is the current
technology from designing quantum networks for information processing tasks.

For long-distance communication over the continental scale of (order of 1000 km)
distances, the losses in transmission of optical signals over free space are significantly
lower as compared to an optical fiber (see Fig. 31) making it better suited for dis-
tributing entangled states between far-off places. In this work, we present practical
bottlenecks in realizing such networks (see Figs. 18 and 19). As a potential application
of the satellite-based network, we present the entanglement yield (see Fig. 24) and
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figures of merit of a global mesh network having 3462 major airports across the globe
as nodes and 25482 airplane routes as edges connecting the major airports in the world.
For such an airport network, we present the entanglement yield considering currently
available and desirable technology available in the future. Looking at short-distance
communication over the regional scale (order of 100 km), we present an instance of
secure communication between a central agency and end parties. It may be desirable
here for the central agency to prevent direct communication between the end parties.
We consider a fiber-based star network for this task and present bottlenecks in its
implementation (see Fig. 25).

1.1.1 Summary of the main results

The main theme of this paper is to analyze how quantum information processing
tasks over a network (Internet) get limited by intrinsic noise due to the interaction
of quantum information carriers with the environment. We provide several figures of
merits from network theory to compare different quantum network architectures and
topologies.

e The first main result is that a quantum network with a regular lattice structure
will not form percolation in practice for quantum information processing tasks
including DI-QKD, sharing entanglement, violating Bell-CHSH inequality, and
performing teleportation protocol. We first consider a network with n repeater
stations and neighboring nodes sharing qubit isotropic states (see Eq. 9) given by

1
;01{\3 <P()L), 2) = )LlI/A"B +(1— k)%_ o

In such a repeater chain of n nodes with the standard CHSH-based proto-
col for DI-QKD, we show that there exists a range of isotropic state visibility

A€ <7/C9m, ()/frit /g™ er)) such that the device-independent secret key dis-

tillation rate is zero among the end nodes even though neighboring nodes can
distill device-independent secret keys at nonzero rate (see Observation 1). We
further show that the key rates from tilted CHSH inequality [63] based and mod-
ified standard CHSH inequality [64] based DI-QKD protocols are nonzero for

n < L% |, where y%. is the critical visibility for CHSH-based DI-QKD
protocols without repeaters (see Eq. (21)). We thus observe that the critical success
probability of performing information processing tasks over a network limits its
diameter (see Fig. 1).

We further define a network Nt (G (V, E)) as critically large for Task, if for all
e;j € IE the success probability of transmitting resource x denoted by p;; such
that p;; < ¢ where ¢ € (0, 1) and there are at least two nodes xg, yo € V which

are at a distance

1
dist(xo., yo) > [ e P W +1, )
logc
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where p. is the critical probability for successful transmission of resource .
Assuming that any two nodes v;, v; € V can share x over network path P(v;, v;)
having success probability s(P(v;, v;)) > ps > 0, we show in Proposition 2 that
there exists a threshold distance ng such that two vertices v; and v; within that
distance satisfy bound:

HnoeN V{v,-,vj}eV |:diSt(Ui, Uj) > ng
= vp(vi»vj) S(P(vis Uj)) < P*] (3)

In other words, there will be at least two nodes in N (G(V, E)) that cannot
perform Task, by sharing x. It then follows from Eq. (3) that there will be at
least two finite subgraphs in a lattice graph whose distance is greater than critical
threshold for inter-subgraph nodes to remain connected to perform tasks such as
quantum communications and DI-QKD (see Theorem 1).

e The second main result is that in a fiber-based repeater network with quantum
memories, there is a trade-off between the critical fiber length and critical storage
time in quantum memories such that the state shared by the end nodes remain use-
ful for information processing tasks. In a network scenario, it may be of interest
to share a maximally entangled state ¥ between the end nodes as a primitive
for some information processing tasks such as secure communication or DI-QKD.
These tasks require sharing ¥ with a success probability greater than a critical
threshold p.. For such tasks, we first consider an entanglement swapping-based
repeater network with neighboring nodes connected by optical fibers (having chan-
nel loss parameter «) and each network node storing their share of qubits in a lossy
quantum memory (having loss parameter ). For such a network, we present, in
Sec. 4.2, a trade-off between the critical fiber length (/.;) and critical storage time
(t.r) in quantum memories as

1 ror+1
alcr+,3tcr<—hl<q s ) 4)
2r Px

In Eq. (4), r denotes the number of repeater stations between the end nodes,
g denotes the success probability of standard Bell measurement at intermediate
stations, 7 denotes the efficiency of the intermediate quantum sources, and p.
denotes the critical success probability with which the end nodes require to share
W for performing desired information processing task.

Assuming that there exists repeater-based quantum communication or quantum
key distribution schemes that can mitigate transmission loss over qubit erasure
channel and improve the rate of communication from 7 to n'// with f > 1 (see
Assumption 1), we show in Sec. 4.3 an f—fold advantage in the critical channel
length [, and critical storage time 7, given by

aler + Bty < —flnpy, (5)
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when required to send ebits or private bits [65] over the qubit erasure chan-

nel at rate greater than p,. The case of f = 1 has been shown in [24] for
measurement-device-independent quantum key distribution (see [66, 67] for quan-
tum key distribution over point-to-point channel) and the case of f = 2 has

been shown in [68—72] for twin-field quantum key distribution and asynchronous
measurement-device-independent quantum key distribution [73, 74].

e For the third main result, we present the entanglement yield of a two-layered
satellite-based network distributing bipartite entangled pairs between far-off cities.
Such a network is composed of global- and local-scale networks (see Sec. 5.1). The
global-scale satellite network distributes entangled pairs between pairs of ground
stations across different cities, while the local-scale optical networks transmit
the entangled pairs from the ground stations to different localities via optical
fibers (loss parameter «). The satellite-satellite links are modeled as qubit erasure
channels (having channel parameter 7.), while the satellite-ground station links
are modeled as qubit thermal channels (having channel parameters 7, and k). We
assume that the ground stations have access to imperfect quantum memories, and
in the memory, a stored quantum state evolves via a depolarizing channel (having
channel parameter p). The entanglement yield of the network is given by:

gavg = e_Ot(lB-HM) (ng)n—l n?—lqn—l
(1-p)* - l(p -2)p ((s — D = p)*sb 4 1)
4

1
[Kg(xg = Dlg =D+ 50+ nﬁ)] (6)

where n denotes the number of satellite-satellite links, n; denotes the efficiency of
the quantum sources in the satellite network, s denotes the number of time steps
that the shared quantum state is stored in the quantum memory and the distances
of the end stations from the nearest ground station is denoted by Iz and /s (see
Eq. (57)).

e For the fourth main result, we consider graph-theoretic parameters of networks
to estimate the robustness of networks. Motivated by degree centrality [75] and
betweenness centrality [76] of graphs, we introduce link sparsity (see Defini-
tion 8) and node connection strength (see Definition 9) as parameters to compare
robustness of different network topologies. Ideally, a robust network will have low
values of link sparsity and high values of node connection strength. Furthermore,
we present critical parameter of a node (see Definition 12) as a measure to identify
the critical nodes of a given network. The critical nodes have high value of the crit-
ical parameter and are essential for the proper functioning of the network. If one of
these nodes are removed, it will reduce the success probability of sharing resources
between pairs of end nodes for performing different information processing tasks.
Considering the currently available quantum processors by Google [77], IBM [78,
79] and Rigetti [80] as real-world instances of graphical networks (see Sec. 5.2 ),
we observe that the 54-qubit square topology of the Sycamore processor developed
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Fig.2 In this figure, we consider three processor designs by a Rigetti [80] (octagonal lattice), b Google [77]
(square lattice), and (c) IBM [78, 79] (heavy-hexagonal lattice) as quantum networks and plot the connection
strength of the nodes (see Eq. (38)) as a function of success probability of edge for non-cooperative strategy.
It is assumed that the network has uniform distribution of edge success probability. (Color online)

by Google [77] has the highest node connection strength (see Fig. 2) and the lowest
link sparsity (see Eq. (58)). With the possibility of having a 1024-qubit quantum
processor in the future, we extend the 54-qubit Sycamore processor layout to
include 1024 qubits in a 32 x 32 layout.

The link sparsity of the 1024-node square network is 0.9962. Assuming that the
edges of the square network have uniform success probability, we present the
connection strength of different network nodes. For a 4 x 4 slice of the 1024-node
square network (see Fig. 22), we observe that the inner nodes have the highest
value of the critical parameter.

1.1.2 Structure of the paper

The structure of the paper is as follows: We introduce notations and review basic
concepts and standard definitions in Sec. 2. In Sec. 3, we present limitations on using
isotropic states in networks for device-independent secret key distillation. We present
an upper bound on the number of elementary links between the end nodes such that the
state shared by them remains entangled and is useful for different information process-
ing tasks. In Sec. 4, we analyze the robustness and scalability of the quantum Internet
using graph (network) theoretic tools. Specifically, we present a graph-theoretic frame-
work for networks performing various tasks in Sec. 4.1 and present conditions for no
percolation in a lattice network. In Sec. 4.2, we present the critical success probability
of elementary links and critical length scales for various tasks over a repeater-based
network. In Sec. 4.3, we present limitations on the scalability of networks for quantum
communication assuming some hypothetical scheme can improve the transmission of
channels connecting the nodes of the network. In Sec. 4.4, we present figures of merit
to compare robustness of network topologies and observe them for different networks
in Sec. 4.5. In Sec. 4.6, we present measures to identify the critical nodes in a given
network. In Sec. 5, we present limitations on the potential uses of the quantum Inter-
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net for real-world applications. In particular, we present practical bottlenecks in the
distribution of entangled states between far-off cities using a satellite-based network
in Sec. 5.1. Considering different quantum processor architectures as networks, we
observe their figures of merit in Sec. 5.2. In Sec. 5.3, we first consider the task of
connecting major airports across the globe via the satellite-based network and present
the yield of the network. Then, we present practical bottlenecks in connecting a central
agency to the end parties via a star-based network. In Sec. 6, we present algorithms
that are primitives for implementing different information processing tasks using the
quantum Internet. In particular, we consider the tasks of finding the shortest network
path between a pair of nodes, resource allocation at a node with multiple input and
output channels and constructing the network structure for connecting different end
nodes. We provide concluding remarks in Sec. 7.

2 Preliminaries

In this section, we introduce notations and review basic concepts and standard defini-
tions that are used frequently in the paper. We consider quantum systems associated
with the separable Hilbert spaces. The Hilbert space of a quantum system A and a
composite system A B are denoted as H 4 and H 4 p := H 4 @ Hp, respectively. Let the
dimension of the Hilbert space J{4 be denoted as |A| := dim(J{4). A quantum state of
A is represented by the density operator defined on J{ 4. The density operator p defined
on J{ satisfies three necessary conditions: (i) p > 0, (ii) p = pf, (i) Tr[p] = 1. A
pure state is a rank-one density operator given by ¥4 := |l11>(lll ‘ 4 Where |¥) 4 € Hy.
The set of density operators of A is denoted by D(H 4). We denote the density oper-
ator of a composite system AB as pap € D(Hap); Trplpapl = pa € D(Hy) is
the reduced state of A. Separable states are those that can be expressed as a convex
combination of product states

pAB =Y PP} ® P, (M

X

where p, € [0, 1] and Zx px = L. States that cannot be expressed in the form of
Eq. (7) are said to be entangled. If p4p is an entangled state and one user has system
A and the user has system B, then we say that these two users share entangled pair.

A maximally entangled state of bipartite system AB is defined as lII/;"B =
|w )@, , where

d—1
1
W) = 7 > i) ap - )
i=0

d = min{|A[, |B]|} is the Schmidt rank of the state l1/A+B, and {|i )}f;ol forms an
orthonormal set of vectors (kets). We next discuss families of states called isotropic
states and Werner states.

Definition 1 (Isotropic state [59]) An isotropic state pf‘ 5(p.d)is U ® U* invariant
for an arbitrary unitary U. For p € [0, 1], such a state can be written as:
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lap — ¥
Pap(p,d) 1= pUiy+ (1= p—7—4F

1 (C))

where lI/XB is a maximally entangled state of Schmidt rank d. An isotropic state
pI{‘B(p, d) written as in Eq. (9) is separable iff p € [0, 1/d].

Remark 1 We can also express isotropic states (Eq. (9)) as

1
p,SB(p(x), d) =2+ (1 - A)ﬁ (10)

for p(A) = [A(d*> — 1) + 11/d? and A € [—1/(d?> — 1), 1]. We note that A" > 0 for
all even n € N. For our purposes in this work, we will be restricting pf‘ B ( pA),d

to the case A € [0, 1] without loss of generality. We call A as the visibility of the state

pgg(p(x), d).

Definition 2 (Werner state [81]) A Werner state ,OXVB (p,d) is U ® U invariant for an
arbitrary unitary U. For p € [0, 1], such a state can be written as:

+ 2 -
AB+(1—P)—HAB (11)

w .
pap(p,d): dd—1)

2
=p—-T
Paa+1
where Hf g = (I Fap)/2 are the projections onto the symmetric and anti-symmetric
sub-spaces of H4 and Hp. Fap = Zij [i) (jla ®1j) (i| g is the SWAP operator on A

and B. A Werner state ,oXVB(p, d) written as in Eq. (11) is separable iff p € [1/2, 1].

A quantum channel M4, g : D(H4) — D(Hp) is a completely positive, trace-
preserving map. A measurement channel M 4/_, 4x is a quantum instrument whose
action is defined as

Masax() = Z‘SﬁfﬁA(-) ® [x)x| - (12)

where each &), , is a completely positive, trace nonincreasing map such that
M ax is a quantum channel and X is a classical register that stores the measure-
ment outcomes. A classical register X is represented by a set of orthogonal quantum
states {|x)(x | | defined on the Hilbert space Hx. We define qubit standard Bell mea-
surement with success probability ¢ as

4
Mayarx ()= gy Trlw DO )i,
j=1
+(1 =) Trl] @ | L)(L] . (13)
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Fig.3 In this figure, we present

the tree and array

representations of a max-heap / \

data structure with 9 nodes. In

the tree representation, the nodes

are shown in circles with the

node values written inside them. / \ / \
In the array representation, the @ @
nodes are stored in continuous @ @

memory allocations (shown in / \

green boxes numbered 0 to 9).

The relation between the nodes

is shown using arrows. We see @

that it satisfies the heap property:

the value (or key) of a parent is Tree representation

always greater than its children.
(Color online)
100

19 36 17

Array representation

where {lI/g )Az }‘j‘.: | denotes projective measurements on the set of maximally entangled
states {lIJ/;r1 Ays lI/A_1 Ay @XIAZ, dﬁ;l Az} (see Appendix B for details) and | L) L |j).

Definition 3 (Max-heap data structure [82]) A max heap is a tree-based data structure
that satisfies the following heap property: for any given node Y, if X is a parent of Y,
then the key (the value) of X is greater than or equal to the key of Y.

In Fig. 3, we present the tree and array representations of a max-heap data structure
with 9 nodes.

In the bipartite Bell scenario where there are two observables {x1, x,} for Alice and
{y1, y2} for Bob, the family of tilted CHSH operators introduced in [63] is given by

1P = B xi +axiyi +axiy2 +x2y1 — 12y, (14)

where ¢ > 1 and 8 > 0. The choice of § = 0 and o = 1 corresponds to the CHSH
operator. The local upper bound of the tilted CHSH operator is given by 8 4 2. The

. . . /32
quantum upper bound of the tilted CHSH operator is given by 2,/ (1 4+ a2)(1 + ).
Definition 4 (Graph isomorphism [45]) The graphs G(V,E, L) and G'(V',E/, L)
are isomorphic iff there exists a bijective function f : V — V’ such that:

L. VueV,leLl' el lu)=1I(fu))
2. Vu,veV, (u,v) e E < (f(u), f(v)) e E
3. Vu,v) e E,l e L,I' e/, I(u,v) =1I'(f(w), f(v))
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Note 1 In general, the logarithmic function can have base as the natural exponent
e or some natural number greater than or equal to 2. In this paper, we consider the
logarithmic function log to have base 2 and natural logarithm In to have base e unless
stated otherwise.

3 Limitations on the network architecture with repeaters

A method for perfectly secure communication between a receiver and a sender requires
sharing cryptographic keys between the parties [83]. The secret keys can be shared
between the receiver and the sender using quantum key distribution (QKD) protocols.
For these protocols, the transmission of quantum states from one party to another
is an important step. However, the transmission of quantum states from a sender to
a receiver via a lossy channel inevitably degrades the state being transmitted. The
overlap of the shared state with the intended state typically decreases monotonically
with the length of the channel. Unlike a classical signal, for quantum states this loss
cannot be reduced using amplifiers since the measurement will disturb the system [27]
and also quantum states cannot be cloned [28]. The degradation of the quantum states
when transmitted over a quantum channel places limitations on the distance over which
there can be secure communication [24]. This limitation may be overcome by using
entanglement-based QKD protocols [60, 84] along with quantum repeaters [29, 85,
86].

In classical computing, there is a strong motivation to use delegated computation
in the form of cloud computing as it is less resource extensive on the individual
user. Now, given that there is no full clarity regarding the path along which quantum
computing will develop, delegated quantum computing [51-53] is a vision ahead [87].
This vision has been supported by efforts to provide access to quantum processors over
the Internet [88]. The recent developments in the field of QKD and the current high-
speed global communication networks only increase the scope for early adoption of
delegated quantum computing.

Standard linear DI key repeater chain— Let us consider the task of sharing secret
key between two distant parties over a repeater-based network. The parties say Alice
and Bob each have identical two-qubit isotropic states (see Eq. 9) p/{\ 4 (p(A),2) and

Py (p(L),2) given by

1
ph (P, 2) = 2y + (1 —A)%. (15)

with A € [0, 1], and péB,(p()L), 2) = pfm,(p(k), 2). Alice and Bob send halves of
their isotropic states to a repeater station. The repeater station performs a standard
Bell measurement on the halves of the isotropic states with success probability g (see
Fig. 4a). The action of the noisy standard Bell measurement is described by Eq. (C2)
(see Appendix C for details). With the error correction possible post-Bell measurement,
from a single use of the repeater Alice and Bob share the two-qubit isotropic state

1
Php(p(@r?),2) = gr* Wi, + il A 1ap (16)
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Alice repeater station Bob

(a) Alice and Bob each send halves of isotropic state of
visibility A to a repeater station which performs standard
Bell measurement on the received qubits with a success
probability g. After the Bell measurement, Alice and Bob
share an isotropic state of visibility g\

&8 R R &
- ® 9 >

Alice n repeater stations Bob

(b) Alice and Bob with n repeater stations in between
them. After the repeater stations have performed standard
Bell measurement, Alice and Bob share isotropic state of
visibility g™ A" .

Fig.4 In this figure, we present a repeater-based network to share isotropic states between Alice and Bob.
The shared state is then used to perform DI-QKD protocols. The blue circles in the figure depict qubits. We
assume all the repeater stations are equidistant and identical. (Color online)

of visibility A% and ¢ being the success probability of performing the successful stan-
dard Bell measurement by the repeater station. The state pf‘ s(P(q 22), 2) is separable
if A < 1/4/3q. All two-qubit states are entanglement distillable if and only if they are
entangled [89]. All entanglement distillable states have nonzero rates for secret-key
distillation [90]. Alice and Bob can use the shared state p /I‘ 5( p(q)?), 2) to perform a
DI-QKD protocol based on the tilted CHSH inequality [63] or the modified standard
CHSH inequality [64]. It was shown in [62] that for such protocols, the device-
independent secret key distillation rate is zero when the visibility gA? of isotropic
state /01{\ 5( p(qkz), 2) is below the critical threshold

0
P vy, +1
Verit = g’ a7
3—-y/
where yz = 1/(cosf + sinf) and 8 € (0, w/2) characterizes the measurement

settings of Alice and Bob. The standard CHSH-based DI-QKD protocols use settings

with & = 7 /4, which gives y;i/t4 ~ (0.7445. The DI-QKD rate is known to be nonzero

for qkz > (0.858 [61]. For n repeater stations in between them (see Fig. 4b), Alice and
Bob share the two-qubit isotropic state

Lag

pr‘B(p(qn)Ln+1)’ 2) — annﬁ’] IIIXB + (1 _ qn)"i’H“])_

7 (18)

of visibility ¢"A"T!, where ¢ is the success probability of performing a standard
Bell measurement by the individual repeater stations. We call such linear links of
repeaters with standard Bell measurement (possibly noisy) performed at relay stations
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as standard linear DI key repeater chains. In the following proposition, we present
limitations on the use of isotropic states for distilling secret keys via DI-QKD protocols.

Proposition 1 Consider a standard linear DI key repeater chain with n relay (interme-
diate) stations between two end nodes. The successive nodes v; and v; of the repeater
chain share a two-qubit isotropic state ,ol.lj (p(A2),2) and the relay stations perform
standard Bell measurement with success probability q. The end nodes of such a net-
work cannot perform CHSH-based DI-QKD protocols for

re (0, (yf,it/q"ﬂ/("*”). (19)

Proof The end nodes of the standard linear DI key repeater chain can use the
shared state pf‘ 5 p(g" "1, 2) to perform a DI-QKD protocol based on the tilted
CHSH inequality [63] or the modified standard CHSH inequality [64]. The device-
independent secret key rate for such protocols becomes zero for ¢" A" ! € (0, ycen-t).
This limits A to the range

re (0, (y&/q")”‘”“) (20)

when no secret key can be distilled. O

The following observation is direct consequence of the above proposition and the
fact that family of two-qubit isotropic states ,ol.ll.( p(X), 2) is known to have zero DI-

QKD rate for A € (0, ycgm), where g = 1 is safely assumed without any ramification
for the observation below.

Observation 1 There exist quantum states with nonzero DI-QKD rates that are not use-
ful as standard DI key repeaters. For example, for a family isotropic states pi]j (p(A),2)

with ) € (yfrit, (yfrit/q")l/ ("H)) the DI key rate is nonzero but the standard DI key

repeater rate is zero.

For nonzero key rates from tilted CHSH inequality-based and the modified standard
CHSH inequality-based DI-QKD protocols, we require

0
- log(A /i) 7 o
log(1/(gq}))

where |.] denotes the floor function and g is the probability of success for the perfect,
standard Bell measurement at each relay (repeater) station. For values of n below
the above threshold, we will have a positive secure key rate. We plot, in Fig. 5, the
dependence of n on A for performing CHSH-based DI-QKD protocol with nonzero
key rate for different success probability of standard Bell measurement. In the plot,
we have set y&, to be 0.7445.
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Fig.5 In this figure, we plot the allowed number of relay stations (see Eq. (21)) for performing a DI-QKD
protocol with nonzero key rates by Alice and Bob as a function of the isotropic state parameter A for
different success probability of standard Bell measurement when the critical threshold from Eq. (17) is
yfm = 0.7445. We assume all adjacent nodes in the repeater chain share two-qubit isotropic states with an
identical parameter . (Color online)

In Fig. 5, we observe that the neighboring nodes of a repeater chain network sharing
a two-qubit isotropic state ,05‘ 5( p(12), 2) with high values of A allow a large number
of repeater stations between the end nodes for performing a DI-QKD protocol with
nonzero key rates. In the bipartite scenario with two binary inputs and two binary
outputs, there is a region where the device is nonlocal but has zero key [91]. Results
similar to Proposition 1 and Eq. (21) would apply to such a scenario if considered
appropriately.

We present in Appendix H bounds on the number of repeater stations such that
the state shared by the end nodes of the network is useful for various information
processing tasks. The repeater network discussed in this section can be generalized to
a network structure with multiple pairs of end nodes.

Graph theory provides a framework to assess the topology of networks having
spatially separated users across the globe, as well as networks with nodes within a small
space over a processor or circuit without getting into specific details of implementation.
Motivated by the power of abstraction, we analyze the robustness and scalability of
the quantum Internet using graph-theoretic tools in the following section.

4 Graph theoretic analysis of networks

In this section, we first present a graph-theoretic framework for networks. Using such
a framework, we analyze the limitations on the scalability of repeater-based networks
for different information processing tasks. Looking into the robustness of network
topologies, we present tools for measuring network robustness and identifying the
critical components. Using such measures, we compare the robustness of different
network topologies.
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4.1 Graph theoretic framework of networks

Let us consider networks represented as graph G(V, E) classified as weighted and
undirected. A graph is a mathematical structure that is used to define pairwise relations
between objects called nodes. The set of nodes also called vertices is denoted by V,
and E denotes the set of edges which are pairs of nodes of the graph that connect the
vertices. We denote |V| as N, and |E| as N,, where |X| denotes the size of the set
X. The vertices of the graph G are denoted as v; € V and the edges connecting the
nodes v;, vj € V as ¢;; € E. We denote the path connecting two distant nodes v; and
vi as P (v, vr) having length len(’P). The shortest network path between v; and vy is
denoted as dist(v;, vx). The shortest path length between the most distant nodes of a
graph is called the diameter of the graph. A value w;; € R assigned to an edge e;; of
the graph is called the edge weight. The graph G together with w;; is called a weighted
graph. A graph where the edges do not have a direction is called an undirected graph.
The edges of an undirected graph indicate a bidirectional relationship where each edge
can be traversed from both directions.

In general, the nodes, edges, and edge weights of a network can change with time
(see Appendix I for details). In this work, we will deal with undirected, weighted graphs
depicting networks for communication tasks among multiple users. The edges in the
graph are representative of links in the corresponding network, where links between
nodes are formed due to quantum channels (or gates) over which resources are being
transmitted between connected nodes. We denote labeled graphs as G(V, E, L), where
L denotes the set of labels associated with the vertices and edges of the graph.

We denote the nodes of the graph that are present between the end nodes when
traversing along a path from one end node to another as the virtual nodes associated
with the path. While analyzing the network for different tasks, it may be possible that
all the virtual nodes of the network are secure and cooperate in the execution of the
task. We call this the cooperating strategy. It may also be possible that some virtual
nodes of the network may be compromised and are not available for the task. We
call this the non-cooperating strategy. We next define the weights for the edges of a
network performing different tasks.

Definition 5 Let a network depicted by an undirected, weighted graph G (V, E), where
v; € Vfori € [Ny], be given by N(G (V, E)). The success probability of transmitting
a desirable resource x between any two different nodes v;, v; (i.e., when i # j)
connected with edge ¢;; is given by p;;; we assume p;; = 1 for an edge e;; connecting
a node v; with itself. The weight w(e;;) for each edge ¢;; is given by —log p;;.
We define an effective weight wy(e;;) of an edge e;; over which the resource x is
transmitted between v; to v; for a particular information processing task (Task,) as,
forall i, j € [Ny]

—log pij if pij > ps,

. (22)
00 otherwise,

wi(eij) = I
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where p. is the critical probability below which the desired information processing
task Task, fails. Since G(V, [E) is undirected, we have p;; = pj;, w(e;j) = w(eji),
wi(eij) = wyleji).

Observation 2 The weight w(e;;) for an edge is path-dependent and additive across
connecting edges. If a resource x is being transmitted between nodes v; and v; by
traversing the virtual nodes v; and vy in an order v; — v; — vx — v, i.e., througha
connecting pathe;j — ejx — ey, thenthe weight w(e; j_r—1) = w(e;j)+w(ejr)+
w(er) = —log pijpjkpr. The effective weight w(e;;) is also path-dependent. The
effective weight Wy (e;— jk—1) = Wx(ejj) +Wx(eji) +Wy(ex) = —log pijpjkpri if
PijPjkDPkl = Ps else Wy(ei— jk—1) = 0. If any of the pjj, pjk, pu is strictly less
than py, then p;jpjkpk < ps To maximize the success probability of transmitting
the resource x between any two nodes of the network, it is desirable to select the path
between these two nodes that has the minimum weight.

The critical success probability for performing Task, over a network limits its
diameter. This motivates the following definition of critically large networks for Task.

Definition 6 (Critically large network) We define a network Nt (G (V, E)) as criti-
cally large network for Task, if

Ve;ek pij < ¢, where c € (0, 1), (23)

and it contains at least two vertices xg, yo € V which are at distance

1
dist(xo, o) > [%W 1, (24)
logc

where p, is the critical probability for successful transmission of resource x (Defini-
tion 5).

In the following proposition, we show that there are at least two vertices in critically
large network that cannot perform Task, over all paths of length larger than or equal
to the distance between the vertices.

Proposition 2 Assume that it is possible to perform Task, between any two distinct
nodes v;, v; of the network Nois(G(V, E)) ifand only ifnodes v; , v; can share resource
X over the network path P(v;, v;) having success probability s (P(v;, vj)) > px > 0.
Then

anoeN V{v,-,vj}ev |:dist(v,-, vj) > ng
= VP (P, vj) < p*]. (25)

In other words, there will be at least two vertices in this network, which cannot share
resource x by Task,.
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Proof We begin with an observation that the success probability of sharing a resource
between vertices {v;, v;} along the path P(v;, v;) is given by s(P(v;, vj)) =
Dik---Prj- The vertices v; and v; cannot share a resource along the path P(v;, v;)
ifs(P(v,-, vj)) < Px-

Let us choose ng such that ¢ < p,. Consider now any two vertices v; and
v; be such that dist(v;,v;) > no (the set of such vertices is non-empty since
dist(xp, yo) > no by assumption in Eq. (24)). Then any path P(v;, v;) has length
[ > dist(v;, vj). The success probability of sharing resource along the path P (v;, v;)
is given by s(P(vi, v})) = pik Pim---Prj < (Max{pik, pim. .. pri}t < ¢l <" <
P« Thus, for any {v;, v;} at distance > no, there does not exist a path P(v;, v;) with
s(P(vi, Uj)) > Dx- O

Consider a d-dimensional lattice Gi5(V, E) having |V| — oo. The vertex set
V is defined as the set of elements of R? with integer coordinates. Let us denote
G (Vse, Ege) as a finite subgraph of G(V, E) from which the entire graph can be
constructed by repetition and

Ing V| Vojevy, degree(v;) < Ngg. (26)

A percolation configuration w, = (w;; : ¢;; € ) on the graph G(V,[E) is an
element of {0, 1}|E|. If w;j = 1, the edge is called open, else closed. If a node v; € V
fails, all the edges e;; € E connected to v; will be disconnected and for such edges
w;j = 0. A configuration w), is a subgraph of G(V, E) with vertex set V and edge set
E, :={eij € E: w;; = 1} (cf. [92]). For performing Task, over lattice network, we
next present a theorem that describes conditions for which there is no percolation in
a lattice network.

Theorem1  Let us consider performing Task, (Definition 5) over the lattice
G1q:(V, E) where each edge is open with probability p;; and 0 < p, < p;; < L.
Then the network arising among nodes from this task does not form a percolation
configuration, i.e., a connected component of length N, such that N./|V| > 0.

The above theorem follows from the facts that there are periodic repetitions of the
finite subgraph Gy (Vg, Ege) in G1(V, [E) and there exists at least two subgraphs
whose distance is greater than critical threshold for inter-subgraph nodes to remain
connected for Task, with some desirable probability (see Proposition 2). See also [49,
Page 20] for discussion on 1-dimensional lattice and condition for percolation [50]
to exist. Theorem 1 implies limitations on the scalability of quantum communication
(see Observation 3) and DI-QKD (see Example 1) over networks.

Let us next define the adjacency matrix and the effective success matrix of a network
in terms of the success probability of transmitting a desirable resource x between two
nodes of the network.

Definition 7 Consider a network N(G(V, E)) with [V| = N, and w(e;;); i The adja-
cency matrix A of the network is a N, x N, matrix such that for all i, j € [N,] we
have

[Al;j = w(eij), 27
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Fig. 6 A partially connected mesh network with 4 nodes. In this graph, the adjacency matrix A and the
success matrix U are different. While performing an information processing task using this network say
transferring a resource x from v; — vy, it is preferable to use a cooperative strategy vi — v3 — v over
a non-cooperative strategy vy — vy as it has a higher success probability. (Color online)

and the effective adjacency matrix A, of the network is given by
[Acdij = waleif). (28)

The effective success matrix of any network N(G(V, E)) for the transmission of a
desirable resource x (associated with Task,) between its nodes is an N, x N, matrix
Uy such that for all i, j € [N,] we have

max

Dij ifpgaXZP*fori#j»

) (29)
0 otherwise,

[O«lij ==

where p;;‘ax is the maximum success probability of transmitting the desirable

resource x between nodes v; and v; over all possible paths between the two nodes.

The elements [U,];; of the success matrix provide the highest probability with
which x can be shared between the nodes v; and v; thus corresponds to the path
having minimum cumulative effective weight. Let us consider a graph of diameter 2
as shown in Fig. 6. The adjacency matrix and the success matrix for this graph are
different as [A]j4 = [Ox]14 = 0.79 while [A];2 = 0.198 and [U4]12 = 0.54173. We
observe that the success probability of transferring x between nodes v; and v via a
non-cooperating strategy leads to a lower success probability pj_., as compared to
that via a cooperative strategy p1—3—2.

Note 2 Henceforth, we will be dealing with communication over networks where the
success probability of transmitting resources from a node a to node c via node b is less
than or equal to the multiplication of the success probability of resource transmission
froma to b and b to c.

4.2 Limitations on repeater networks

In this subsection, we present the critical success probability of the elementary links for
implementing different information processing tasks. Extending to a linear repeater-
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TEET S
Alice repeater station Bob

Fig. 7 In this figure, we present an entanglement swapping-based repeater network. There are sources
S1(S») producing state ¥ T and sending it to a repeater station and Alice (Bob) via optical fibers of length [
(shown in yellow). The qubits are stored in quantum memories at the repeater station and the stations of Alice
and Bob for ¢ time steps (shown as self-loops). The repeater station performs standard Bell measurement
on its share of qubits. (Color online)

based network, we present the critical time and length scales for implementing different
information processing tasks.

4.2.1 Critical success probability for repeater networks

Consider a network N(G(V, E)) for performing a particular information processing
task denoted by the symbol Task,. As examples, we let the Task, be sharing of
entanglement, or implementing teleportation protocol between the nodes {v;, v;} € V.
Let v;, v; share an isotropic state given by

I + Lij =¥
,Ol-j(p,d):pijllfij +(1—Pij)dz—_1’ (30)
via a qudit depolarizing channel (cf. [24, 93]). Let performing Task, require nodes
v; and v; to share 'Ifl-}L with critical success probability p.. We note that the state
pl.lj (p, d) become separable for p;; < 1/d, this implies a critical success probability
p™ > 1/d. The singlet fraction of ,ol.lj (p,d) is given by fi; = p;;. The maximum
achievable teleportation fidelity of a bipartite d x d system in the standard teleportation
fijd+1

T+
strategy is Fg = % [94]. Thus, the shared state between v; and v; is useful for

tel
ES

scheme is given by F' = [94]. The maximum fidelity achievable by classical

quantum teleportationif f;; > 1/d.The critical success probability p
teleportation protocol over N(G (V, E)) is Pl > 1 /d.

*

for performing

4.2.2 Critical time and length scales for repeater networks

Consider an entanglement swapping-based repeater network. Let there be two sources
S1 and $; producing dual-rail encoded entangled pairs (for details see Appendix A)
in the state ¥t with probability 7, and with probability 1 — 5, produces a vacuum
state. The source S sends one qubit from its entangled pair to Alice and the other to
the repeater station via optical fibers of length /. Similarly, S> sends one qubit from its
entangled pair to Bob and the other to the repeater station via optical fibers of length /
(see Fig. 7). Let the qubits be stored in quantum memories at the repeater station and
the stations of Alice and Bob for time ¢.
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Fig.8 In this figure, we consider a repeater-based network and plot the critical storage time 7¢; as a function
of critical fiber length /¢ for different qubit architectures. The single photon architectures have efficiencies
a ng =0.97 (Quantum Dots [95]) b ny = 0.88 (Atoms [96]) and ¢ ng = 0.84 (SPDC [97]). For this, we set
px=05g=1a=1/22 km~! and g = 1/50 sec™!. (Color online)

We model the evolution of the qubits through the fiber and at the quantum memory
as a qubit erasure channel (see Sec. E2) with channel parameter n. = e~ (l+pD)
where « and B are, respectively, the properties of the fiber and the quantum memory.
The repeater station performs a standard Bell measurement on its share of qubits
with success probability g. After the repeater station has performed the standard Bell
measurement, Alice and Bob share the state ¥ with probability ¢ nf e 2(l+pn)
(cf. [24, Eq. (64)]). Let Alice and Bob require to perform Task, (Definition 5) using
their shared state. Furthermore, let performing Task, require Alice and Bob to share
Wt with critical success probability p,. We then require

g n? e 2al+hD

> Ds. (31)
We observe that Eq. (31) bounds the length of the optical fibers and the time till which
the qubits can be stored in the quantum memories. This motivates the definition of the
critical length of the fibers /. and the critical storage time at the nodes #. above which
the shared state becomes useless for information processing tasks. These two critical
parameters are related via the expression

1 2
alc+,3rc<-1n<ﬂ>. (32)
2 DPx

We plot in Fig. 8 the critical fiber length /. and the critical storage time . for different
qubit architectures and set p, = 0.5 for some desired Task.

Let us introduce a finite number of repeater stations between the two end nodes,
each performing standard Bell measurements on its share of qubits. The network is

useful for Task, when
qr 77§+1 e—2r(al+ﬁt) > P, (33)
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Fig. 9 In this figure, we consider a repeater-based network and plot the critical storage time #cr as a
function of critical fiber length /¢, for the different numbers of repeater stations. For this, we set psx = 0.5,
oa=1/22 km™1, B =1/50 sec™1, g = 1 and ns = 0.999. (Color online)

where r denotes the number of repeater stations between the end nodes. Let /., and
t.r denote the critical length of the fiber and the critical storage time of the quantum
memory. These two critical parameters are then related via the expression

1 r I:+1
azcr+ﬁtcr<51n<q Zﬁ ) (34)
*

We plot in Fig. 9 the critical fiber length /., and the critical storage time #., such that
Eq. (34) holds for different values of . The bounds on /., and #. for other values
of r not shown in Fig. 9 can be obtained from Eq. (34). We observe that for a given
information processing task, increasing the number of repeater stations allows shorter
fiber lengths and quantum memory storage times.

We note that the optimal rate of two-way assisted quantum communication or
entanglement transmission (i.e., in an informal way, it is the maximum number of ebits
per use of the channel in the asymptotic limit of the number of uses of the channel) over
an erasure channel, also called LOCC (local operations and classical communication)-
assisted quantum capacity of an erasure channel, is given by 7 log, d [98], where 1 -7,
is the erasing probability and d is the dimension of the input Hilbert space. Two-way
assisted quantum and private capacities for erasure channel coincide [66, 99] (see [67]
for strong-converse capacity). Two-way assisted private and quantum capacities for a
qubit erasure channel is ne [66, 99].

In the following section, we present limitations on the scalability of networks for
quantum communication tasks assuming some hypothetical scheme can improve the
transmittance of quantum channels connecting the nodes of the network.
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4.3 Limitations on quantum network topologies

Let us consider an equilateral triangle-mesh network having the set of nodes as V
(see Fig. 10a for n = 3). The nodes of the triangle network are connected by qubit
erasure channels having transmittance n = e~ @481 where [ denotes the distance
between the nodes and ¢ is the time it takes for some resource x to pass through the
channel. In this section, we assume perfect measurements for the sake of simplicity.
Consideration of imperfect measurements will only increase the critical probability p.
for the transmission of quantum resources over an edge between the nodes. This would
imply that quantum network topologies and architecture with imperfect measurement
devices will be more limited (constrained) than the network with perfect measurement
devices.

Let us introduce a repeater scheme in the form of a star network (see Fig. 10b for
n = 3) to effectively mitigate the losses due to transmission. The star network has
virtual channels connecting the repeater node vg to the node v; € V. The transmittance
of the virtual channels ng = n'/ V3is greater than 7.

We now consider the transmittance of channels connecting pairs of nodes with a
hypothetical scheme in a network that would lead to the following assumption.

Assumption 1 Let us assume there exist repeater-based quantum communication or
quantum key distribution schemes that can mitigate the loss due to transmittance of a
quantum channel such that the rate of communication (ebits or private bits per channel
use [24]) is effectively of the order

IV (35)

in some regime (distance),” where 7 is the transmittance of the channel and for some
f = 1(cf. [68-T71]).

To illustrate Assumption 1, let us consider a regular polygon network with n nodes
having vertex set V and edge set E as shown in Fig. 10a. For ¢;; € K, the nodes
{vi, v;} are connected by erasure channels having transmittance n = e~ where [
is the distance between the nodes. Let us introduce a repeater scheme in the form of
a star network as shown in Fig. 10b having the vertex set Vy := V U {vgr} where
vg denotes the repeater node and the edge set is denoted by E;. For e g € E; the
channel connecting nodes vk, vg € V; have transmittance ng = e~ol/2sin(m/n) where
n = |V|. Comparing with Eq. (35) we observe that the star network provides an
advantage of f = 2sin(;r/n) over a repeater-less scheme for n < 6. For the triangle
network discussed previously, we have f = +/3. There may be other repeater-based
schemes which uses entanglement distillation and error-correction techniques to fur-
ther mitigate the transmission loss and enhance the rate of communication between
end nodes.

In Eq. (35), the case of f = 1 has been shown in [24] for measurement-device-
independent quantum key distribution (see [66, 67] for quantum key distribution over

2 This need not be true for any length/distance in general and may hold only in certain distance regimes or
sections.
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Fig. 10 In this figure, we show a repeater-less regular polygon network with n nodes and b star-repeater
network with n nodes. (Color online)
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Fig. 11 In this figure, we plot the variation of ng as a function of the channel length / (km) (setting 8 = 0)
for different values of f for a repeater scheme that mitigates the transmission loss by a factor of 1/ f. (Color
online)

point-to-point channel) and the case of f = 2 has been shown in [68-72] for twin-
field quantum key distribution and asynchronous measurement-device-independent
quantum key distribution [73, 74]. In Fig. 11, we set 8 = 0 and plot the variation of
nr as a function of the channel length / for different values of f.

Consider the task of sending ebits or private bits over the qubit erasure channel at
a rate greater than p,. To successfully perform the task, the critical length /. and the
critical time #. are related via the expression

alc + Bte < —fIn p,. (36)

We see from Eq. (36) that using repeaters provides f —fold advantage over repeater-
less networks. We plot in Fig. 12 the critical length /. and critical time 7 for sending
ebits or private bits over the channel at a rate p, = 0.5 for different values of f. In
the plot, we have set @ = 1/22km~", and g = 1/10 s~

We next consider the task of performing quantum communication over a lattice
network with fiber-based elementary links and present limitations on its scalability.
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Fig. 12 In this figure, we plot 30

the critical length /¢ (km) and

critical time 7 (sec) for sending f=1
ebits or private bits over the 25 if=2
channel at a rate of py = 0.5 for Nf=3
different values of f. For this, If=4 1

we have considered @ = 1/22 201
km™! and g = 1/10 sec™ L,

(Color online)
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Observation 3 Let us require to perform Task, over the lattice Gq;(V, E) having
open edges with probability p;j and 0 < p, < p;; < L It follows from Theorem 1
that for any vertex v € V, the set of vertices connected to it via a network path is finite.
This implies G q; has a finite diameter. We may assume the elementary link formed by
edge e;j € I connecting nodes {v;, v;} € V to be optical fibers of length L having
attenuation factor of aq g jxm = 0.22 dB/km. The fibers having transmittance ) = e—oL
where a = 0.051/km.> Let there be some repeater-based scheme that increases the
transmittance from n to n'/ 1 (see Assumption 1). Assuming that performing Task,, by
the nodes {v;, v} requires transmittance of at least € (= 0.5) bounds the length of the
fiberto L < (f/a)In(1/€) & 27 km for f = 2. If there are r = 10 elementary links
each of length L = 27 km between two nodes separated by a distance l = rL = 270
km, then performing Task, requires f > rLa/In(1/€) =~ 20.

In the following example, we present limitations on the scalability of DI-QKD
networks assuming there exists some scheme that can mitigate loss due to transmittance
over a quantum channel.

Example 1 Let us consider the task of connecting end nodes separated by the con-
tinental scale of (order of 1000 km) distance. To enable such a task, let there be a
repeater-based network with ¢+ = 10 elementary links connecting two virtual nodes
separated by metropolitan distances (order of 100 km). Each elementary link has two
sources say §; and S; producing dual-rail encoded entangled pairs (for details see
Appendix A) in the state ¥ . The sources S; and S; send one qubit from its entangled
pair to the nearest virtual node and the other to the repeater station via optical fibers
of length = 25 km having attenuation factor @ = 0.04 km~". Let the qubits evolve
through the fiber as a qubit erasure channel (see Sec. E2) with channel parameter
ne = e~ /) where we assume that some technique allow us to increase the trans-
missivity of optical fiber by factor 1/ f for f > 1. After passing through the optical

3 Note that o = dB/km 1“%0).
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fiber, the qubits are stored in identical quantum memories at the repeater station, the
virtual nodes, and the end nodes for n = 2 time steps. We model the evolution of the
qubits in the quantum memory as depolarizing channel (see Sec. E1) having channel
parameter p = 0.01. Assuming the repeater station performs perfect standard Bell
measurement on its share of qubits, the singlet fidelity of the state shared by Alice
and Bob is given by 77(2).01 e~2¢!/f The state shared by the end nodes is useful for
CHSH-based DI-QKD protocols if 77(2).01 e~2t/f > (.7445 which requires f > 37.

Observation 3 and Example 1 illustrate how far is current technology from designing
quantum networks for performing quantum communication and implementing DI-
QKD protocols.

In the analysis of networks represented as graphs, it is important to analyze the
robustness of the network for different information processing tasks. In recent works,
the robustness has been studied in the context of removal of network nodes [100] and
has been modeled as a percolation process on networks [13, 101, 102] represented as
graphs. In these studies, the vertices are considered present if the nodes connecting
them are functioning normally. In the following subsection, taking motivations from
degree centrality [75], betweenness centrality [76] and Gini index [103] of network
graphs we present figures of merit to compare the robustness of network topologies.
We then compare different network topologies based on these measures.

4.4 Robustness measure for networks

Networks that have a large number of edges are more tolerant to non-functioning
nodes and edges as compared to those with fewer edges. Taking motivation from the
degree centrality of a graph [75], we define the link sparsity of a network to assess the
performance of a network.

Definition 8 Consider a network N(G (V, [E)) having the effective success matrix as
Uy. Let the number of nonzero entries in U, be n,.. The link sparsity of such a network
is given by

TN)=1-— —. 37)

Typically it is desirable for the network to have low values of link sparsity. The
networks represented as graphs can exist in different topologies and have the same
number of nodes, edges, and also the same weighted edge connectivity. These networks
are said to be isomorphic to one another.

It follows from Eq. (37) that isomorphic networks (see Definition 4) have the same
value of link sparsity. Networks having the same value of link sparsity can differ in
the distribution of edge weights. Taking motivation from the betweenness centrality
of a graph [76], we define the connection strength of the nodes in the network and the
total connection strength of the network.

Definition 9 Consider a network N(G (V, E)) with |V| = N, having the adjacency
matrix and the effective success matrix as A, and U,. The connection strength of a
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Fig. 13 In this figure, we present
a star network with 8 nodes. The
node vy is the hub and nodes vy
to vg are the outer nodes. The
functioning of the hub node is
critical to the functioning of the
network. (Color online)

node v; in the network N is given by

<Z j 2_[A*]if> /N, non-cooperative,
In(v;) = < i

(38)

D [U*]ij>/NU cooperative.
J#i

The total connection strength of the network N in the (non-)cooperative strategy is
obtained by adding the connection strengths of the individual nodes and is given by

rN) =) on()). (39)
J

In the following subsection, we compare the robustness measures for different
network topologies.

4.5 Comparison of the robustness of network topologies

The topology of a network is defined as the arrangement of nodes and edges in the
network. The information processing task that the network is performing decides the
topology of the network. Two of the most commonly used network topologies are the
star and mesh topologies.

A star network topology [104] of n nodes is a level 1 tree with 1 root node and n — 1
leaf nodes. A star network with 8 nodes is shown in Fig. 13. The root node labeled 1
is the hub node and acts as a junction connecting the different leaf nodes labeled 2 to
8.

Among all network topologies, this network typically requires the minimum number
of hops for connecting two nodes that do not share an edge between them. The working
of the hub is most critical to the functioning of the star network. The failure of a leaf
node or an edge connecting a leaf node to the root does not affect the rest of the
network. As an example of its use, this type of network finds application as a router
or a switch connecting a ground station to different locations in an entanglement
distribution protocol. In such a protocol, an adversary can attack the root node to
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Fig. 14 In this figure, we present
a fully connected and b partially
connected mesh networks with 8
nodes. In a fully connected mesh
network, there are edges
between every pair of nodes.
The presence of multiple paths
between two nodes of the mesh
network makes it more robust as
compared to a star network with
the same number of nodes.
(Color online)

0.3716

(b) A partially connected mesh with 8 nodes.

prevent the proper functioning of the network. If the root node fails to operate, all leaf
nodes connected to it become disconnected.

In a mesh network topology [105], each node in the network shares an edge with
one or more nodes, as can be seen from Fig. 14a and b. There are two types of mesh
topologies depending on the number of edges connected to each node. A mesh is called
fully connected if each node shares an edge with every other node of the network, as
shown in Fig. 14a. A mesh is called partially connected if it is not fully connected, as
shown in Fig. 14b. A mesh where each node shares an edge with only one other node
of the network is called a linear network.

In a partially or fully connected mesh, the presence of multiple paths between two
nodes of the network makes it robust. As an example of its use, a mesh network can
be used for a satellite-based entanglement distribution, which we discuss in detail in
a later section.

Let us consider a mesh network N,, (G, (V, E)) of diameter d with |V| = N, and
for (v;, v;) € E, p;; = p.Letthere be anon-cooperating strategy for sharing resources
between the nodes of the network. For such a strategy, the rows of the adjacency matrix
of the network have N, number of zero entries where 0 < N, < N, — 1. Next, let
there also exist a cooperating strategy for sharing resources between the nodes of this
network. For such a strategy, the node v; of the network does not share an edge with
NZ’ number of nodes where 0 < NZ’ < N; < N, — 1. From the remaining nodes, there
exists edges between v; and (N, — Né — 1)/d number of nodes with p;; = pj where
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1 < j <d. For such a network, we have the link sparsity as

(N, +1)/N, non-cooperating,
TN = | Mot DN perating (40)
(N, +1)/N, cooperating.

The connection strength of the node v; is given by

[1 + p(Ny — NZ)]/NU non-cooperating,

o, (Vi) == d_ _N/— (41)
l [1 + %]/NU cooperating.

The total connection strength of the network is given by I'(N,,,) = Ny x &, (v;). It
can be seen that for this network the sparsity index E(N,,,) (see Eq. (D1)) is the same
as the connection strength of the node. This follows from the equal distribution of the
weights in the network.

Next consider a star network Ny (G (V, E)) with |V| = N, and for (v;,v;) € E
we have

ifi =1and p > ps,
pij ~={p r=r (42)

0 otherwise.

The link sparsity of such a network is Y (Ny) = 1—(1/N,) for the cooperative strategy
and Y(Ny) =1 —[(BNy, —2)/ NS] for the non-cooperative strategy. The connection
strength of the root node is ¢, (v;) = (1 + p(N, — 1))/N,, while for the leaf nodes
is

(1+ p)/Ny non-cooperative,
on, () == ) : 43)
[l 4+ p+ p“(Ny, —2)]/N, cooperative.
The sparsity index (see Eq. (D1)) of the network is
[N2 + p(N}
+Ny —2)]/N;} non-cooperative,
ENy) = { [N2 + p(Ny — D(Ny +2) (44)
+p2(Ny = 2)(Ny = 1)
(Ny + 1)]/N3 cooperative.

As another example, consider a network N(G(V, E)) having |V| = N, number of
nodes, and each node shares an edge with d other nodes. The effective adjacency matrix
A, of such a network is a circulant matrix. Let the success probability of transferring
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a resource between the node 1 and the node n be given by,

p" if n < d/2 and d = even,
p¢" 1 ifn > d/2 and d = even,
pni=1" (43)
p ifn <(d+1)/2and d = odd,
p?=" 1 ifn > (d + 1)/2 and d = odd.

The first row of the adjacency matrix is formed by calculating the weights w.(e1,) =
—log p1,. The k™ row is formed by taking the cyclic permutation of the first row with
an offset equal to k. In the non-cooperative strategy, the link sparsity of the network

is then given by:
d+1
T(N):l—( ; ) (46)

v

and the connection strength of the node v; is given by

d+1)/2_ . .
% if d is odd ,

In(i) =4, 2p(pd2— @7
€ 22D E g
i 1+ = ] if d is even.

In the following subsection, we introduce measures for identifying the critical nodes
of a given network.

4.6 Critical nodes in a network

The critical nodes of a network are the nodes that are vital for the proper functioning
of the network. Removing any of these nodes can lead to some of the other nodes
in the network being disconnected. Given a network N(G), we proceed to define a
measure for the criticality of the nodes in G. For this, at first, taking motivation from
[106], we define the clustering coefficient for the nodes of a given network.

Definition 10 For a network N(G(V, E)), let G;(V;, E;) be a sub-graph of G formed
by the neighbors of node v; € V. Let n; = |V;| be the number of nodes present in G;
and e¢; = |E;| be the number of edges present in G; with p;; > p,. The clustering
coefficient of the node v; is defined as

c= 24 (48)
i = 1)

The average clustering coefficient of a network is calculated by taking the average
of C; for all the nodes of the network. We next proceed to define the average effective
weight of a network using Eq. (22).

Definition 11 For a network N(G (V, E)), the average effective weight of a network
denoted by W, is defined as the mean of the effective weight between all the node
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pairs in the network and is expressed as

1
Wi(G) = ———— Wy (€ims .. > j)s (49)
* Ny(N, — 1) UI;Q} +x(€j —j
iVj
i#]j

where wy (e; .. ;) is the effective weight associated with the path connecting the
nodes v; and v; The term N, (N, — 1) represents the total number of possible ordered
pairs of distinct nodes in the network N(G(V, E)) having N, nodes.

When two nodes (v;, v;) are disconnected, the effective weight w (e; . . _, ;) becomes
infinite. Small values of W, (G) indicate that the network performs the task with high
efficiency.

Taking motivation from [76], we define centrality for the nodes of a given net-
work. Then, using definitions of centrality, average effective weight and clustering
coefficient, we define the critical parameter for the nodes of a given network.

Definition 12 For a network N(G(V, [E)), let us denote the shortest path connecting
the node pairs (v;,v;) € G as d;; € ID. We define the centrality 7; of the node v; as
the number of paths belonging to the set D in which the node v; appears as a virtual
node. The critical parameter associated with the node v; is defined as

Ti

Vi= =~ -
Ciwy(G))

(50)
The critical nodes of a graph have high values of v;. These nodes of the network are
essential for the proper functioning of the network. If one of these nodes is removed,
it will reduce the success probability of sharing x between pairs of network nodes for
performing Task,. We present a heuristic algorithm in Sec. 6.3 to obtain the critical
parameter v; for the node v; € V of the network N(G (V, E)).

Example 2 1et us obtain the critical nodes of the graph with 8 nodes shown in Fig. 15.
We present the critical parameter for the different nodes of the network in the table
below.

node number (i) v; node number (i) v;

V] 0.1714 vs 1.5238
v 1.6667 Vg 2.5714
v3 0.7619 vy 0.1714
v4 0.9523 vg 0.5714

We observe that node vg is the most critical followed by node v, and node vs. We
label these nodes as the critical nodes of the network.

Quantum network architectures have potential applications in diverse fields ranging
from communication to computing. In the following section, we present the bottlenecks
of some potential use of quantum networks for real-world applications.
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Fig. 15 A network represented
by a weighted graph with 8
nodes and 12 edges. Node vg
(shown in yellow) is the most
critical node followed by nodes
vy and vs (shown in orange).
These nodes are the most critical
for the proper functioning of the
network. (Color online)

5 Real-world instances

In this section, we first present practical bottlenecks in the distribution of entan-
gled pairs between two far-off cities based on current experimental primitives. We
then consider different currently available as well as near-future quantum processor
architectures as networks and observe their robustness parameters. Then, we propose
networks for (a) the major international airports to communicate via a global quantum
network and (b) the Department of Energy (DoE) at Washington D.C. to communi-
cate with the major labs involved in the National Quantum Initiative (NQI) by sharing
entanglement. We present the practical bottlenecks for such models.

5.1 Entanglement distribution between cities

Consider a satellite-based network for sharing entangled pairs between two far-off
cities. Let such a network be a two-layered model consisting of a global scale and
a local scale. On a global scale, there are multiple ground stations located across
different cities. Such ground stations are interconnected via a satellite network. Two
ground stations share an entangled state using the network via the shortest network
path between them (see Sec. 6.1 for an illustration of shortest network-path-finding
algorithm).

As an example, we show in Fig. 16 the shortest path connecting the ISTRAC
ground station located at Bengaluru to the ground station at Gdarnsk via the global
satellite network. On the local scale, different localities (end nodes) are connected
to their nearest ground station via optical fibers. We show in Fig. 17 the local-scale
network for the ground station located at Bengaluru and Gdansk. The ground station
at Bengaluru is connected to the localities of Hosur and Mysore. The ground station
at Gdarisk is connected to the localities of Poznan and Warsaw.

In the satellite network, there are sources (S;) producing entangled photonic qubit
pairs in the state ¥ . The source then sends the photons belonging to a pair to different
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Entanglement
Source (S;)

Ma Satellite (M;)

Fig. 16 In this figure, we present the shortest network path between the ground stations at Bengaluru and
Gdarisk via the global satellite network. The entangled sources are marked as S; and the satellite stations
are marked as M;. The shortest path has 6 entangled sources and 5 satellite stations. The image was created
using the Google Earth software [107]. (Color online)

(a) Bengaluru ground station  (b) Gdaiisk ground station

Fig. 17 In this figure, we present the local-scale network architectures at a Bengaluru and b Gdarisk for
sharing entangled pairs across nearby localities. The ground stations are connected to multiple localities
via optical fibers (shown in black and orange lines). The images were created using Google Earth software
[107]. (Color online)

neighboring satellites via a quantum channel as shown in Fig. 16. We model the
quantum channel between the ground station and the satellite at the limits of the
atmosphere as a qubit thermal channel (see Sec. E3 and Sec. F) and that between two
satellites as an erasure channel (see Sec. E2) having erasure parameter 7. The erasure
channel parameter is assumed to be identical throughout the network. The satellite
stations M ; outside the limits of the atmosphere perform standard Bell measurement
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with success probability ¢ on their share of the qubits that they received from their
neighboring source stations. The satellites at the boundary of the atmosphere transmit
their share of qubit via the atmospheric channel to the ground stations (which we call
local servers). The ground stations on receiving the state store it in a quantum memory.
In the quantum memory, the state evolves via a depolarizing channel (see Sec. El).
The local servers distribute the quantum states to different localities (which we call
clients) on request using optical fibers as can be seen in Fig. 17.

In future, it may be that India and Poland establish communication links that share
each halves of the entangled pairs between a designated hub in each country so that
they can perform desired quantum tasks in collaboration. Let us assume that the Indian
Space Research Organization (ISRO) headquarter* at Bengaluru would like to perform
delegated quantum computing [51-53, 87, 108] by securely accessing the IBM Quan-
tum Hub at Poznari [54]. For this, the ISRO headquarter can share entangled system
with the IBM Quantum Hub via the shortest route in the satellite-based network. For
an illustration, let the shortest network path between the ground stations at Bengaluru
and Gdansk have 5 satellites and 4 entangled photon sources as shown in Fig. 16. The
entanglement yield of the network is given by

savg = q3 771(;(’75)31 (51)

where ntG is obtained from Eq. (E18) and takes into account the local weather con-
ditions at Bengaluru and Gdarisk. In the general network with n satellite-to-satellite
links between the two ground stations, the average entanglement yield is given by

Eave = nC (2" gL (52)

The ground stations store the incoming qubits in different quantum memory slots and
serve the receiving traffic’ requests from different local clients following queuing
discipline (see Algorithm 5 for details of the incoming and outgoing traffic threads®).
The total number of memory slots available in the quantum memory is fixed. The
evolution of the stored qubits in the quantum memory is modeled via a depolarizing
channel with channel parameter p. We model the quantum memory as a max-heap data
structure (see Definition 3) with the key as the fidelity of the stored quantum state. If the
fidelity of any quantum state stored in the memory drops below a pre-defined critical
value, 1, that state is deleted from the memory. The value of 7; is determined by
the task or the protocol that the end parties may be interested in performing using their
shared entangled state. On receiving a connection request from a single local client,
the ground station transmits the latest qubit that it has received as outward traffic. Now
when the ground station receives traffic requests from multiple local clients, there is

4 As we were finalizing the paper, we learnt that ISRO was successful in soft landing of its spacecraft
Chandrayaan-3 (Vikram lander and Pragyan rover) on the Moon’s south polar region on 23-08-2023 at
18:03 IST.

5 Traffic is the flow of photons between the nodes of the network for enabling the network to perform a
specific information processing task.

6 Thread is a sequential execution of tasks in a process.
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the problem of optimizing the traffic flow.” For such a flow problem, we introduce the
following modified fair queuing algorithm.

Let us define t[(,i) as the time to process the i™ quantum state in the memory, ti(i) as

the starting time for the transmission from the memory and t;f) as the time when the
state has been transmitted from the memory. We then have,

@ _ @) i
1) =1 +tl(j). (53)

Now, there is a possibility that the state has arrived at the memory before or after the
processing of i — 1 states in this heap. In the latter case, the state arrives at an empty
heap memory and is transmitted immediately if there is a traffic request. In the other
case, it swims through the heap depending on its fidelity and is stored in the memory.
Let us denote tr(i) as the time required for the node to swim up to the root node from
its current position in the heap. Then we have,

1) = max (r}il), rﬁ”) +15), (54)

where 1 ™" is the time required for processing (i — 1)™ quantum state. If there are

multiple flows, the clock advances by one tick when all the active flows receive one
state following the qubit-by-qubit round-robin basis. If the quantum state has spent s
time steps in the memory, then the average entanglement yield is given by

s . G.,2\n—1_n—1 if n® .
éfavg — {nd )" 'q L n; > MNerits (55)

0 otherwise,

where 1)) is obtained from Eq. (E6) and takes into account the loss in yield per time
step in the quantum memory. Let us assume the ground station at Bengaluru and
Gdansk transmits the state via identical fibers to the ISRO headquarter and Poznan,
respectively. Considering the fiber losses at the two ground stations given by e~/
and e~ | the sources producing the state ¥ with probability 7, and assuming that
the quantum state has spent s time steps in the memory, the average entanglement
yield is given by

Eave = 15 nE D" (ny)" e Up ) gn =1 (56)

where /g and [ are the lengths of the fibers from ISRO headquarter and Poznar to
the Bengaluru and Gdansk ground stations, respectively. Inserting 17, from Eq. (E6)
and r;tG from Eq. (E18), we have the yield given by

7 Traffic flow is a sequence of quantum states that is sent from the ground station to the local station.
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Average yield

15
No. of satellites

Fig. 18 In this figure, we plot the average yield &ayg (see Eq. (57)) as a function of the number of satellites
in the network for different values of the total optical fiber length L = g + s (shown figure inset). We set
the parameters ny = 0.9, s =1, p = 0.1, ne = 0.95, ng = 0.5, kg = 0.5, =1/22 km_l, g = 1. (Color
online)

favg = e~ sHhn) (ng>”’] g
S TR C D = )26
[(1 P = 2(p=2p (6= D= p* 0+ 1)

2 1 2
[Kg(Kg — Dl = D7+ 50+ ng)] (57)

where 7, K take into account the local weather condition at Bengaluru and Gdafisk
and s is the number of applications of depolarizing channel in the quantum memory.

We plot in Fig. 18, the average entanglement yield &, of the two end nodes
connected by the network as a function of the number of satellite-to-satellite links
n between their nearest ground stations for different values of the total optical fiber
length L = (Ip + Ipr). We observe that for a fixed value of L, &,y decreases with an
increase in n. Also, for a fixed value of n, &,y decreases with increase in L.

Furthermore, we plot in Fig. 19 and 33 the variation in &,y as a function of n for
different values of 7,. We observe that for a given 7y, &avg decreases with increase in
n. Also, we observe that Quantum dot-based, atom-based, and SPDC-based entangled
photon sources are best-suited for the entanglement distribution network. Finally, we
plot in Fig. 20, the variation in &,y as a function of n for different values of g. We
observe that for a given g, &,v, decreases with increase in n. Also, &,y decreases with
a decrease in q.

Our methods in general apply to sharing multipartite entangled states among differ-
ent ground stations distributed at different geographical locations across the globe. To
observe this, note that if certain users of the network share bipartite entangled states,
then such states can be used to distill multipartite entangled states with the use of
ancilla and entanglement swapping protocols [24, 109, 110].
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Fig. 19 In this figure, we plot the average yield &ayg (see Eq. (57)) as a function of the number of satellites in
the network for single photon source architectures. The single photon source architectures have the source
efficiencies (a) ny = 0.95 (b) ng = 0.99 and (b) ny = 1. For this, we set the parameters L = Ig +1y; = 10
km,s =1, p =0.95, ne = 0.95, ng = 0.5, kg = 0.5, =1/22 km_l, g = 1. (Color online)
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Fig.20 In this figure, we plot the average yield &ayg (see Eq. (57)) as a function of the number of satellites
in the network for different values of the success probability of the standard Bell measurement denoted
by ¢ (shown figure inset). We set the parameters ny = 0.9, s = 1, p = 0.1, ne = 0.95, ng = 0.5, kg =

05, a=1/22 km~1, L= Ip + I3 = 20 km. (Color online)

5.2 Quantum processors

The currently available quantum processors (QPUs) use different technologies to
implement the physical processor. The processors of IonQ and Honeywell utilize a
trapped ion-based architecture, while IBM, Rigetti, and Google have a superconduct-
ing architecture. The superconducting architecture requires physical links between
qubits that are to be entangled, while the trapped ion-based architecture does not have
any topological constraint. In this section, we model the different quantum processor
architectures as graphical networks (see Table 1) and present the robustness measures
(defined in Sec. 4.4) for such networks.
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Table 1 The performance details of different quantum processors

Name Layout Fidelity Qubits T

Sycamore (Google) [77] square lattice 96.9% (RO) 99.85% 54 15 ps
(1Q) 99.64% (2Q)

Eagle (IBM) [78, 79] heavy hexagonal 99.96% (RO) 99.99% 127 95.57 us
(1Q) 99.94% (2Q)

Aspen-M-2 (Rigetti) [80] octagonal 97.7% (RO) 99.8% 80 30.9 us
(1Q) 90% (2Q)

In the above table, the second column provides the arrangement of the qubits in the processor. The third
column provides the 1 qubit (1Q), 2 qubits (2Q), and the readout (RO) fidelity of the processors. The fourth
column provides the total number of qubits in the processor, and the fifth column provides the thermal
relaxation time (7 ) of the qubits of the processor

We consider different qubit quantum processor network architectures in square,
heavy hexagonal, and octagonal layouts. The link sparsities of each unit cell® for
these different network layouts are given by

75 octagonal,
TN):={1-(& 5 square, (58)
11— (%) ~ 0.833 heavy hexagonal.
We observe that the square structure has the lowest link sparsity, followed by octagonal
and heavy-hexagonal structures. Next, let the edges present in these network layouts
have success probability p.
The connection strength of the i*# node in the unit cell of octagonal, heavy hexag-
onal, and square network for a non-cooperative strategy is given by:

p/4 octagonal,
C(N) :={ p/2 square, (59)
p/6 heavy hexagonal.

We plot in Fig. 2 the connection strength of the i’ node for different values of the
success probability of edge. We observe that the connection strength for a given success
probability of edge is highest for square networks, followed by octagonal and heavy-
hexagonal networks, as shown in Fig. 21.

We propose a 1024-node square lattice-based quantum processor network archi-
tecture represented as a 32 x 32 lattice.

We show in Fig. 22 a 4 x 4 slice of the lattice as a representation of the entire
quantum processor. The link sparsity of the 1024 node square network is 0.9962. The
nodes shown in yellow in Fig. 22 are identified as critical nodes. We observe in Fig. 22
that there are three types of nodes in the network based on the number of edges that
are connected to the node. We call a node a corner node, edge node, and inner node if
it shares an edge with two, three, and four other nodes, respectively. The connection

8 Unit cell is the smallest group of processor qubits which has the overall symmetry of the processor, and
from which the entire processor can be constructed by repetition.
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Fig.21 A slice of a quantum
processor model based on
heavy-hexagonal structure
discussed in [111]. The link
sparsity of the unit cells in the
network is 0.833, and the critical
nodes of the network slice are
shown in green and violet.
(Color online)

Fig.22 A 4 x 4 slice of a 1024

of the network is 0.9962, and the
critical nodes of the network |
slice are shown in yellow. (Color
online)
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strength of these three types of nodes is given by

p/256 inner node,
¢ (vi) := 13p/1024 boundary node, (60)
p/512  corner node.

5.3 Network propositions

Let us first consider a network connecting all the major airports in the world. We say
that two airports are connected if there exists at least one commercial airline currently
operating between them. We consider a network consisting of 3463 airports all over
the globe forming the nodes of the network and 25482 edges or airline routes between
these airports [112]. For such a network, we observe that the longest route is between
Singapore, Changi International Airport, and New York John F. Kennedy International
Airport, in the USA, with a distance of approximately 15331 km. The average distance
between the airports in the network is approximately 1952 km. We propose a quantum
network with airports as nodes and the connections between the airports as edges. We
define the edge weight of the edge connecting the nodes {v;, v;} of the network as
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e Lij/22 ifL;. < 50km
w(ejj) == : Y (61)

0.8 ifLij > 50 km

where L;; is the distance between two airports denoted by nodes v; and v;. The link
sparsity of such a network is 0.99575, and the total connection strength is given by
0.99787. We observe that the most critical airports present in this network are Istanbul
International Airport, Dubai International Airport, Anchorage Ted Stevens in Alaska,
Beijing Capital International Airport, Chicago O’Hare International Airport, and Los
Angeles International Airport.

Let the airports of the network require to securely communicate with each other. The
sharing of entangled states among the airports is a primitive for secure communication
among them. Let us assume all these airports are located at the same altitude. Let the
ground stations located at the airports share an entangled state using a global satellite-
based mesh quantum network as described in Sec. 5.1. The ground stations connect to
the satellite network via the atmospheric channel modeled as a qubit thermal channel.
The satellites of the network are interconnected via a qubit erasure channel. For two
airports a; and a, requiring to connect, the average entanglement yield is given by

Eavg = 77?(775)"_16]”_1

L
Lo

=q""! (né)H_1 [Kg<xg D0~ D2+ 51+ ni)},
(2

where L denotes the distance between a; and a; and g is the success probability of the
standard Bell measurement at the satellite stations. Lo denotes the distance between
the nodes of the satellite network. We assume identical atmospheric conditions at
ay and ap and set ne = 0.95,n, = 0.5, kg = 0.5 and g = 1. With these choices
of parameters, we present in Fig. 24 the average yield as a function of the distance
between the nodes of the satellite network for different values of L. Furthermore,
we plot in Fig. 23, the variation in the average yield &,y as a function of the distance
between the virtual nodes for different values of ¢. For this we set e = 0.95,n, = 0.5,
kg = 0.5and L = 4000 km. The entanglement yield between the airports for different
channel parameters not considered in this section can be obtained from Eq. (62).

The quantum Internet can be used for secure communication between a central
agency and end parties. It may be desirable here for the central agency to prevent
direct communication between the end parties. As an example, consider the U.S.
Department of Energy (DoE) in Washington D.C. require to securely communicate by
sharing entangled states with the major labs [113] that are involved in The National
Quantum Initiative (NQI) using the Star network. The DoE is at the hub node of such
a network and the different labs are the leaf nodes. For each edge of the network, let
there be independent fiber-based repeater chain networks (described in Sec. 3). Let
each edge present in the network have a success probability p = e~*L/" where o is
the channel loss parameter, L is the total distance between the DoE and the lab, and n
is the number of virtual nodes. Using the fact that isotropic state of visibility ¢” A" !
is entangled for g” A"+ > 1/3, we obtain the upper bound on « as
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Fig.23 In this figure, we plot the average yield &4y (see Eq. (62)) as a function of the distance between the
virtual nodes (Lg) for different values of g. For this, we set the parameters ne = 0.95, ng = 0.5, k¢ = 0.5
and L = 4000 km. (Color online)
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Fig. 24 In this figure, we plot the average yield &ayg (see Eq. (62)) as a function of the distance between
the virtual nodes for different lengths between the airports. For this, we set the parameters ne = 0.95, ng =

0.5, kg = 0.5, ¢ = 1. (Color online)
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Fig.25 The upper bound on the channel parameter « for sharing entanglement between the U.S. Department
of Energy (DoE) at Washington D.C. and some other labs [113] involved in The National Quantum Initiative
(NQD). In this network, the DoE is the hub node while the labs are at the outer nodes. The edge connecting
the hub to an outer node represents a repeater relay network. In this plot we set ¢ = 1. (Color online)
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Fig.26 The upper bound on the channel parameter « for sharing entanglement between the U.S. Department
of Energy (DoE) at Washington D.C. and the University of Chicago (L = 952 km) involved in The National
Quantum Initiative (NQI) for different values of success probability of standard Bell measurement. In this
network, the DoE is the hub node while the labs are at the outer nodes. The edge connecting the hub to an
outer node represents a repeater relay network. (Color online)

n
o< M. (63)
La+1h

For different laboratories, we plot in Fig. 25 the upper bound on « for different values
of n. In the figure, we have considered some of the major labs, which can be extended
to all other labs involved in the NQI. Furthermore, in Fig. 26, we plot the upper bound
on « for different values of n and ¢ (see inset). For this figure, we consider sharing
entanglement between the U.S. Department of Energy (DoE) at Washington D.C. and
the University of Chicago (L = 952 km).

The practical implementation of the quantum Internet requires routing and allo-
cation logic for the resources that are shared across the network. We next, present
algorithmic primitives that are necessary to execute such tasks.

6 Algorithms

In Sec. 6.1, we provide an algorithm to find the shortest path between a pair of end
nodes. We then provide an algorithm in Sec. 6.2 to constrict a network architecture for
sharing resources between two parties, each having multiple nodes. Then in Sec. 6.3,
we provide an algorithm to obtain the critical parameter for the nodes of a given
network. In Sec. 6.4, we provide an algorithm to optimize the flow of resources at a
node having multiple input and output channels.

6.1 Shortest path between a pair of nodes

For performing Task, with maximum success probability, it is desirable to transmit
resource x between any two nodes via the shortest network path connecting them.
Recent works have considered different network topologies [114—116] and limitations
on current and near-term hardware [56, 117] for routing resources over quantum
networks. For a given network N represented as a graph G, we consider here the
task of finding the path between two given nodes in G that have the lowest effective
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Fig. 27 A network represented
by a weighted graph with 8
nodes. Multiple pairs of nodes
can share resources using this
network. As an example, nodes
(8, 6) can share resource via the
path 8 <> 1 <> 3 <> 6 (shown in
blue), then nodes (7, 4) can
share resource via the path

7 <> 2 <> 4 (shown in red).
(Color online)

weight for routing resources between them [114]. We call a path connecting two nodes
in the network and having the lowest effective weight as the shortest path between
them. Finding the shortest path between two nodes of a network is important as longer
paths are more vulnerable to node and edge failures. To find the shortest path between
two nodes, we use Dijkstra’s algorithm [118, 119] suited to our network framework.
In Algorithm 1, the shortest spanning tree is generated with the source node as the
root node. Then, the nodes in the tree are stored in one set and the other set stores
the nodes that are not yet included in the tree. In every step of the algorithm, a node
is obtained that is not included in the second set defined above and has a minimum

distance from the source.

Algorithm 1 Obtaining the shortest spanning tree with source node as root

1: function SPANTREE(G, S, target)

2:  Initialize:

pq < empty min priority queue

dist < ¢
pred < ¢
3 for every node in G do
4: if node = S then
S: pq[node] < 0
6: else
7 pqlnode] < infinite
8:  for every node and minDist in pq do
9: dist[node] <— minDist
10: if node = target then
11: break
12: for every neigh of node do
13: if neigh € pq then
14: score <— dist[node] + G[node, neigh][weight]
15: if score < pq[neigh] then
16: pqlneigh] < score
17: pred[neigh] < node

return dist, pred
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To obtain the shortest path between any two nodes of a given graph, we apply
Algorithm 2. Algorithm 2 returns a path only iff the weight associated with the network
path between the source and target nodes is at most equal to the critical weight wii(=
—log p.«), p+« being the critical success probability for Task,.

Algorithm 2 Obtaining the shortest network path between the source and target nodes
in a graph for end nodes to perform Task, by sharing x.
1: Initialize:
source <— starting node
target < target node
flag < 0
P« < success probability for Task.
: G <« the given graph
: [dist, pred] < DIJKSTRA(G, source, target)
: end < target
: path < [end]
: while (end # source) AND (flag < —log ps) do
end = pred[end]
now = path[end]
9:  path.append(end)
10:  next = path[end]
11:  flag < flag + weight(G.edge(next,now))

12: if path[end] = source then
13:  disp(path)

14: else

15:  disp(disconnected nodes)

Example 3 Let us consider a weighted graph with 8 nodes as shown in Fig. 27.

A physical interpretation can be to consider the transfer of quantum states from
node v; to node v; via quantum channels denoted by the edges. The edge weight
between the nodes v; and v; is given by — log p;; where p;; is the success probability
of sharing the resource between these two nodes. The shortest path connecting the
nodes would then provide the highest success probability for the task. If we consider
the source as node vg and the target as node v, then the algorithm returns the shortest
path as vg <> v] <> v3 <> V. It may be desirable for another node say vy to share a
resource with node v using the same network. The nodes v7 and v4 can share resources
via the path v; <> vy < v4 without involving the virtual nodes in the shortest path
between (vg, vg). We observe that multiple pairs of nodes can share resources using
this network.

In the following subsection, we present an algorithm to construct a network for sharing
resources between two parties each having multiple nodes.

6.2 Network construction

Let two parties Alice (denoted by A) and Bob (denoted by B) require to share a
resource using a mesh network. We assume that A and B have n4 and np number
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Fig. 28 A 4 node network
(shown in yellow) constructed
using Algorithm 3 for
connecting the hubs A and B.
The hubs A and B each have
two nodes and are shown in
orange and blue, respectively.
(Color online)

of nodes, respectively. We introduce Algorithm 3 to obtain the structure of the mesh
that ensures there exist distinct paths between nodes of A and B. In Algorithm 3, we
impose the constraints that (a) at a time all nodes of A shall be connected to distinct
nodes of B via the shortest available path with unique virtual nodes and (b) there exists
a path between every nodes of A and B.

Algorithm 3 Network construction algorithm

1: function NETWORK (114, npg)
2:  Initialize:
count <—ny +npg
g < complete graph (no. of nodes: count)
g[weight] < mesh edge weights
wt < local edge weights

3:  for every node v; of A do

4: add g.node(v;)

S: add g.edge(v;, g[node=count], weight = wt[count])
6: count < count - 1

7. for every node v; of B do

8: add g.node(v;)

9: add g.edge(v;, g[node=count], weight = wt[count])
10: count < count - 1

return g

Example 4 Consider two geographically separated companies A and B requiring to
connect to each other via a mesh network. We call the headquarters of the companies
as hubs. In Fig. 28, we show the hubs of A and B in blue and orange, respectively.

Using Algorithm 3, we obtain the network topology for which there exists distinct
paths for possible pairs of (a;, bj) where a; € Aand b; € B.
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6.3 Critical nodes in a network

The critical nodes of the network are essential for the proper functioning of the network.
If one of these nodes is removed, it will lead to a decrease in the overall performance
efficiency of the network. We present heuristic Algorithm 4 to obtain the critical
parameter v; for the network node v; € V of the network N(G (V, E)) using Eq. (50).

Algorithm 4 Finding the critical parameter v; for node v; € V of the network
N(G(V,E))

1: G < the given graph

2: for every node in G do

3:  C; < clustering coeff using Eq. (48)

Wy (G) < avg cost using Eq. (49)

7; < centrality of the node

vi < 7/Ci Wx(G)

critPar[node] < v;

Rk

In the following subsection, we present an algorithm for optimizing resource flow
at a node with multiple input and output channels.

6.4 Resource allocation at a node

The ground stations in the satellite-based network presented in Sec. 5.1 share an entan-
glement buffer [120] to store the incoming quantum states from the satellite network.
The stored states are later distributed via different output channels to neighboring nodes
based on traffic requests. We present Algorithm 5 for the optimal flow of states at a
node with multiple input (producer(thread)) and output channels (consumer(thread)).

Algorithm 5 Resource allocation at a node
Initialize:
buffSize <« size of quantum memory

buffer < ¢
procedure PRODUCER(thread)

while state incoming AND empty memory slot do
gain access to memory
insert state into empty memory slot
update other memory slots as per task
release memory access

procedure CONSUMER(thread)

while memory is not empty do
gain access to memory
acquire state from the memory
update other memory slots as per task
release memory access

create and start all producer threads
create and start all consumer threads
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Algorithm 5 is the standard producer—consumer model in networking where the
procedures CONSUMER threads” are the instances of the output channels that extract
quantum states from the buffer, while the PRODUCER are the instances for the input
channels that inputs quantum states to the buffer.

7 Discussion

We envision that the implementation of the quantum Internet will follow a task-oriented
approach. The underlying network structure at any stage of implementation is expected
to provide loose coupling, meaning end users can perform information processing tasks
without requiring to know the details of implementation, thereby reducing depen-
dencies between different tasks. This requires assessing the practical limitations for
implementing different tasks.

Our work provides a step in that direction by taking a graph theory (and informa-
tion theory-)based approach to analyze the scalability and robustness of the quantum
Internet. Focusing on the latter part, we have provided measures for comparing the
robustness and identifying the critical nodes of different network topologies. Identi-
fying quantum processors as real-world mesh networks, we compared the robustness
measures for the quantum processor architectures by Google, IBM, and Rigetti. With
the vision of having a 1024-qubit quantum processor in the future, we extend the 54-
qubit layout by Google to include 1024 qubits and observe the robustness of such a
network.

The network structure of the quantum Internet is determined by the information
processing tasks that are implemented using it. Looking at the elementary link level,
we have obtained bounds on the critical success probability for performing different
tasks. Extending to a more general repeater-based network, we have obtained a trade-
off between the channel length and the time interval for which the states can be stored
at the nodes such that the shared state is useful for different tasks.

Considering performing some desirable information processing tasks over lattice
networks, we present a theorem specifying conditions that lead to the absence of
percolation. As implications of the theorem, we highlight the constraints on network
scalability and limitations of current technology for performing quantum communi-
cation and implementing DI-QKD protocols. Our analysis also provides a theoretical
baseline as to how hypothetical repeater improvements can potentially mitigate these
bottlenecks.

Looking at the specific details of implementation, considering repeater-based net-
works, we have provided the range of isotropic state visibility and an upper bound on
the number of repeater nodes for distilling secret keys at nonzero rates via DI-QKD
protocols. We have considered practical parameters like atmospheric conditions and
imperfect devices in obtaining bottlenecks for implementing a satellite-based model
distributing resources between far-off places. For such a network, we have presented
algorithms for implementing certain underlying network-related tasks such as obtain-
ing the network layout, obtaining the network routing path, and allocating resources

9 Thread is a sequential execution of tasks in a process.
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at the network nodes. Overall, the assessment presented in this paper can be used in
benchmarking the critical parameters involved in realizing the quantum Internet.

Appendix A Dual rail encoding of photons
In the dual-rail encoding scheme [121], the qubits are encoded using the optical

modes!? of photons. The computational basis of the photonic qubit system A encoded
in the polarization modes /1 and [, is given by

|H)A - |170>11, |V>A - |01 l>[1,12 * (Al)

lr»

A pure state |¥) 4 of the qubit system can be expressed in such a computational basis
as

|l1/>A = |lv O>l|,lz + ﬂ |07 1>l],12 (A2)
=alH)p+BIV)a, (A3)

where «, B € C and || + |8|> = 1. The bipartite entangled state WXB is expressed
as Wiy = (W)W, where [UF), o = S (HH) o +VV)sp).

Appendix B Two-qubit states

The maximally entangled states for the two-qubit systems can be expressed as

q’/ikB = |"I/i)(lpi|AB (BI)

where IlI/)fB and Ié)fB are defined as

1

)t = E(mm + |11>AB>, (B2)
1

&) E, = ﬁ(mmg + |10>AB>. (B3)

Following from Eq. (9), a two-qubit isotropic state can be expressed as

1 4 1
Pap(P-D) = S(4p — DIy + 2 (1= p)=—27 (B4)

10 An optical mode of the photon is defined by the state space consisting of a superposition of number
states.
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Similarly, following from Eq. (11), a two-qubit Werner state can be expressed as

1
PV (P, 2) = AW, + (1 — A)ﬁ (B5)

where A € [—1/3, 1].

Appendix C Two-qubit Bell measurement on isotropic states

Let there be a measurement station that performs standard Bell measurement on the
halves of two-qubit isotropic states ,021 4 (P'(V),2) and p;l 5 (P'(0),2), where
1 1

1
Phs(P'(),2) =AW, + (1 —A)%. (C1)

We call A the visibility of the isotropic state p/g (P’ (1), 2). Let the success probability
of a standard Bell measurement be g. We denote the action of the noisy standard Bell
measurement channel as

EALB|— 11,151, (PQIA/] r'®),2)® p,[ngg ('), 2))
22q
= 4 |: A1 By ® }OO)<00|1A13

A]B] ® |11><11|I IB + ¢AIBI ® |22><22|IA13

#9085, ® 33103, ® loojool,

3
1 1
i=0
1
- M8 1)1, w11, ©

The flag state |11)

probability (1 — ¢) and the state LﬂT‘B‘ is left on 34, p,. The flag state |00)(

indicates a successful standard Bell measurement with probability ¢g. If error correc-
tions are possible post-Bell measurement, then from a single use of repeater we have
the state

Las
PaB(P(@r?),2) = qi? iy + (1 — g2 == (C3)
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Appendix D Sparsity index

Taking motivation from the Gini index of network graphs [103] and using the definition
of the connection strength of the nodes in a network, we define the sparsity index of
the network.

Definition 13 Consider the plot with the cumulative sum of the number of nodes in
the network N(G (V, E)) along the horizontal axis and the cumulative sum of ¢y (v;)s
along the vertical axis. The sparsity index of the network N is given by

~ area enclosed by the curve and x-axis
EN) = - . (D1)
area enclosed by the45°line

As an example, the star network N (G4 (V, E)) (see Eq. (42)) with N, = 8and p = 0.5
have sparsity index 0.1934 for non-cooperative strategy and 0.3779 for cooperative
strategy. The sparsity index E(N) of the network N measures the extent of inequality
in the distribution of connection strength among the nodes of the network. High values
of B indicate a high cumulative percentage of connection strength for the cumulative
fractile of the nodes. Typically it is desirable for the network to have high values of
sparsity index.

Appendix E Actions of some quantum channels
1 The qubit depolarizing channel

The action of a qubit depolarizing channel [122] on the qubit density operator p4 is
given by

1g
Ds—p(pa) =1 —p) pp+p — (E1)

2 9
where p € [0, %] is the channel parameter and 1p is the identity operator. In the
formalism given by Kraus [123] and Choi [124], the effect of the channel can be
defined by the following operators,

3
Ko=,1-221 (E2)

4
and K, = 7” o withi € {1, 2,3}, (E3)

where o; are the Pauli matrices. The action of the depolarizing channel on each of the
systems A and A is given by,

4 4
Dasp ® Di_ (w;i) =Y Y (Kiek) v (K ok, @&
i=0 j=0

]l -
=14+ p C-p) =5 ()
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Fig. 29 In this figure, we plot
the variation of n:; as a function
of n and p. (Color online)

1.0

Noting that 155 can be expressed as the sum of four maximally entangled states,
we have the fidelity of the final state to the starting state as ng = 1 — % p 2—p).
Following the approach of [56] and applying the depolarizing channel n times, the
final state after the evolution through the channel is

php=Dap & Danw)® (¥17).

This state ,o;; 3 has a fidelity with 111; 3 given by

1
M= =p* = -2p(-DA-p2" V1) E)

where it can be seen that 7)[11 = ny. We plot in Fig. 29 the variation of n (using
Eq. (E6)) as a function of the number of applications n of the depolarizing channel
and the depolarizing channel parameter p.

2 The qubit erasure channel

The action of a qubit erasure channel [125] on an input density operator p4 is given
by
Easp(pa) = nepp + (1 —ne) Trlpgl|e)e] 5 (E7)

The action of the erasure channel on the qubit system is such that it outputs the exact
input state with probability n or with probability 1 — 7 replaces it with erasure state |e),
where |e) is the vacuum state. The action of the channel on the maximally entangled
state WZA in the two-qubit space AA is given by
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Eamp ® EiLp W1

=¥+ (=¥, (E8)

where

ne (1 1
viyim 2 (350 s+ ol $13)

I —7e
1+ ne

1 lellel s ® leliel 5 (E9)

is a state orthogonal to !1/; B

Consider two sources creating pairs of entangled state ¥ . The first and second
sources distribute the entangled pairs to node pairs (vy, vz) and (v2, v3), respectively,
via erasure channels. The node v; then performs a standard Bell measurement on its
share of states. Assuming error correction is possible post-measurement, the node pair
(v1, v3) share the state ¥ with probability 72

3 The qubit thermal channel
The action of a qubit thermal channel on the density operator p4 is given by
L35 (0a) = TrelUy, (pa ® pp) Up 1, (E10)
where pg is the density operator of the environment given by
pE = (1 —kg)[0) (Ol + kg [1) (1]E . (EID)
The qubit thermal channel is modeled by the interaction of a qubit system p4 with the

environment pg at a lossy beamsplitter having transmittance 7, (see Eq. (F5)). The
evolution through the beamsplitter is via the unitary Uy, expressed as

1 0 0 0

_ 10 g 1—ng0
U =\o-Jr=m" i 0 (E12)

0 0 0 1

The generalized amplitude damping channel (GADC) is equivalent to the qubit thermal

channel up to the reparameterization Agg’:‘% (pa) = E;j%"{g (pa) with n, € [0, 1]

and kg € [0, 1]. The effect of the thermal channel can be defined by the following
Kraus operators in the standard basis

AL = /T =1,(0) (0] + /g 1) (1]) (E13)

Ay = /(1= 1g)(1 = k) 10) (1 (E14)
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Fig. 30 In this figure, we plot
the variation of »; as a function
of kg and ng. (Color online)

0.8

0.6

0.4

ng
Ay = Vg (g 10) (O] + [1) (1)) (E15)
Ay = Jicg(1 = ng) 1) (0. (E16)

The action of the thermal channel on each of the systems A and A is given by,

0t =i o £ (v
4 4 " " " "
=Y > (A ek (v @ed)
i=0 j=0
=15 ¥y

+ (I =ng) (kg — 1)<Kg(1 — ) — 1) 100) (00153

+ Kkg(—=1+ ng)(/cg(—l +ng) — ng) [11) (11|55

+ kg(1 = kg)(1 — ng)? (101) (01| g5 + [10) (10] s 3) -
(E17)

Ng,Kg . . + .
The state Toh has a fidelity with lI!B 5 given by

1
n = 5(1 + ﬂé) +1cg (g — (1 = ). (E18)

We plot, in Fig 30, the variation of 1, as a function of the channel parameters 7,
and k.
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Fig.31 The comparison of
losses in fiber and free-space
channels as a function of
channel length as discussed and
plotted in [126]. It is observed
that the free-space channel is
advantageous for distances over
70km. (Color online)
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Appendix F The atmospheric channel

The losses in the transmission of optical signals via an optical fiber are greater than
that for free space transmission. In the vacuum space above the earth’s atmosphere,
the losses are nearly negligible. The non-birefringent nature of the atmosphere causes
negligible change to the polarization state of the photons passing through it. These
observations motivate the use of space and satellite technologies in establishing an
entanglement distribution network using such channels [126]. We observe in Fig. 31,
that the losses in the satellite-based free-space channel is much less compared to
fiber-based channels for distances greater than 70 km.

The network architecture should be a hybrid satellite-optical fiber-based model with
ground-based global nodes at different geographical locations that are connected to
different local nodes at small distances via optical fibers. These global nodes will be
connected to the inter-satellite network. This architecture can in principle be extended
to deep space allowing the possibility of sharing entanglement between nodes on Earth
and the moon.

The factors affecting the transmission of optical signals between a satellite and a
ground station are analyzed next. We obtain the efficiency in transmission &g consid-
ering losses due to (a) inefficiencies in transmitting (&;) and receiving systems (&;), (b)
beam diffraction (§4), (c) air turbulence (&), (d) mispointing (£,,) and (e) atmospheric
absorption (&;5). The total transmittance is given by

Eeff = St Sr Sd Sat Sp éas . (F1)

The diffraction of an optical beam depends on the beam’s spatial mode, wavelength
and aperture of the telescope. Assuming a Gaussian beam from the source with a waist
radius of wy, the radius at a distance z is given by wy(z) = wo+/1 + (z/z8)? with zg
being the Rayleigh range. If the aperture radius of the telescope is r, then the receiving
efficiency is given by [126]
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Fig. 32 In this figure, we plot the variation of the transmission probability as a function of the radius of
the telescope for different receiving station altitudes. For this, we have considered a 780 nm source with
wp = 0.0021 and quality factor 1. For this, We have set the parameters zg = 17.8,0p = 0.1, A =
0.1,& =0.99,& = 0.99, &4 = 0.5 and n = 0.95. (Color online)

2r2

E&1=1—exp -—— (- (F2)
@y

The turbulence in the atmosphere induces inhomogeneity in the refractive index which
changes the direction of the propagating beam. It was shown in [127] that large-
scale turbulence causes beam deflection while small-scale turbulence induces beam
broadening. At the receiver end, it was shown in [128] that the average long-term
accumulation of the moving spots shows a Gaussian distribution with an equivalent

spot radius of wy(z) = wa(2)y/1 + 1.3303A5/0, where o3 is the Rytov variance
for plane wave and A is the Fresnel ratio of the beam at the receiver. The receiving
efficiency is given by

2r?

Emzl—exp{——z}. (F3)

Wyt
Next, for the satellite moving at a high speed, a high precision, and a high bandwidth,
acquisition, pointing, and tracking (APT) system generally consisting of coarse and
fine tracking systems is required. A combination of closed-loop coarse tracking having
a large field of view along with fine tracking having a small field of view is generally

used. The pointing error induces a spot jitter with the instantaneous spot following a
Rice intensity distribution. It was shown in [129] that the pointing efficiency is given by

2

at

— > (F4)
wl +4 01%

.

517:1_

where o, is the variance of the Gaussian pointing probability distribution.
Inserting Eq. (F2), Eq. (F3), and Eq. (F4) in Eq. (F1) and imposing the condition
that 0, = K wy;, we obtain
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Fig.33 In this figure, we plot the average yield &avg (see Eq. (57)) as a function of the number of satellites in
the network for different single photon source architectures. The single photon source architectures have the
source efficiencies a ng = 0.84 (SPDC [97]) b we plot the average yi n; = 0.88 (Atoms [96]) ¢ ns = 0.97
(Quantum Dots [95]) d ns = 0.35 (NV Center [130]) and e 1y = 0.26 (4 wave mixing [131]). For this, we
set the parameters L = Ig + 1y = 10km,s =1, p = 0.1, = 0.95,ng = 0.5,k = 0.5,a = 1/22
km™!, g = 1. (Color online)

b KEsbE (] 25
= 24025 w2(z2 + 73)

1 2 (F5)
w2(1.33A5/60% + 1)(;—22 +1)
R

Consider a 780-nm source with a beam waist radius wg of 0.0021 m and quality
factor 1. The source has a Rayleigh length (zg) = 17.8 m. Let the channel have
Rytov variance (or) = 0.1, and the Fresnel ratio of the beam at the receiver end
is (A) = 0.1. Let the efficiency of the receiving unit be (&) = 0.99, that of the
transmitting source be (§;) = 0.99. Also let the probability of successful transmission
after atmospheric absorption be (§,5) = 0.5. Assuming x = 0.95, we plot in Fig. 32
the transmission probability through the atmosphere as a function of the radius of the
receiving telescope for different altitudes.

Appendix G Entanglement distribution across cities

We plot in Fig. 33 the variation of &,y as a function of the number of satellites in the
network for different currently available single photon sources.

Appendix H Limitations of linear repeater networks

Let us consider two distant parties, Alice and Bob, requiring to share an entangled
state using the standard linear DI key repeater chain as described in Sec. 3. Assuming
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Fig. 34 In this figure, we plot the maximum allowed number of relay stations between the end nodes as
a function of A, considering values of ¢ € {0.625, 0.95, 0.99} such that the end nodes can implement a
teleportation protocol. We assume all adjacent nodes in the repeater chain share two-qubit isotropic states
with an identical parameter 1. (Color online)

that there are n relay stations between Alice and Bob, they share an isotropic state
1
PaB(P@" A1), 2) = "Wl 4 2 (1= "2 DT (H1)

of visibility ¢"A"*! where g is the success probability of the standard Bell mea-
surement performed by the relay stations. In the following propositions, we present
the bound on the number of virtual nodes in the network such that the state
p/{‘ B(p(q”k”+1), 2) (a) is useful for teleportation, (b) can violate the Bell-CHSH
inequality and (c) is entangled.

Proposition 3 The state p 1{‘ 5 p(g" A1), 2) can be used to perform teleportation pro-

tocol when
<{ log(31) J (H2)
log(1/(g2))

Proof Let us have u; as the eigenvalues of the matrix 77T where the 7 matrix is
formed by the elements f,,, = Tr[,o/{\ B(p(q")»’”'l), 2) 04 ® oy] where o denotes
the Pauli matrices. We then define the quantity N(pap) = Zizl J/uk. The state
,01{‘ B (p(q”k”“), 2) is useful for teleportation for values of N(pap) greater than 1

. . log(3%
[132]. This then implies n < bog(z%;—(q;))J. ]

We plot in Fig. 34 the maximum number of repeater stations that can be allowed for a
given value of A and setting ¢ € {0.625 [133], 0.95, 0.99} to implement a teleportation
protocol successfully.

Proposition 4 The state p/{‘B(p(q")»’H'l), 2) can violate the Bell-CHSH inequality
when

log(+/21)

. H3
Tog(1/(gh) ()
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Fig. 35 In this figure, we plot the maximum allowed number of relay stations between the end nodes as a
function of 4, considering values of ¢ € {0.625, 0.95, 0.99} such that the end nodes can perform Bell-CHSH
violation experiment. We assume all adjacent nodes in the repeater chain share two-qubit isotropic states
with an identical parameter A. (Color online)

Proof Let us have u;, u; be the two largest eigenvalues of the matrix T'T where the
T matrix is formed by the elements f,,, = Tr[,of1 5 p(@" A", 2) 0, ® 0,,] where
o denotes the Pauli matrices. We then define the quantity M (pap) = u; + uj. The
state ph 5 (p(g"2"*1), 2) is Bell-CHSH nonlocal for values of M (pap) greater than

1 [134]. This then implies n < Lléf;%l(;/(;i)))J O

We plot in Fig. 35 the maximum number of repeater stations that can be allowed for
a given value of X and setting ¢ € {0.625 [133], 0.95, 0.99} such that the state shared
by the end nodes can violate the Bell-CHSH inequality.

Proposition 5 The state pf‘B(p(c]”}»"H), 2) remains entangled when

log(A /(%= — 1
log(1/(g2))

Proof The concurrence of the state pf‘ B(p(q"k"“) 2) is given by max{0, A{ —

A5 — A — ? } [135] where the A¢ are the square root of the elgenvalues of
pI{‘B (p (q”)»”"r ), 2) (,oAB (p(g"a"+h, 2)) r in descending order. The spin flipped den-
sity matrix is given by (pf 5 (p(g"A"1),2)) ; = (oy ® 0y) L% (p(g" A" 1), 2)(0y ®
oy). The state is entangled when the concurrence is greater than zero. This requires

log(h/(Z—1))
A Bl
n=< { Tog(1/(g7) J o

We plot in Fig. 36 the maximum number of repeater stations that can be allowed for a

given value of X and setting g € {0.625, 0.95, 0.99} such that the end nodes can share
an entangled state.
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Fig. 36 In this figure, we plot the maximum allowed number of relay stations between the end nodes as
a function of A, considering values of ¢ € {0.625, 0.95, 0.99} such that the end nodes share an entangled
state.We assume all adjacent nodes in the repeater chain share two-qubit isotropic states with an identical
parameter A. (Color online)

Table 2 Link sparsity for t (sec) 1 2 3 N
time-evolving graph

TN) 0.4445 0.5 0.5556 0.6112

It is observed that the number of allowed repeater stations in the network depends on
the information processing task that the network is executing. The number of allowed
repeater stations increases with the increase in A.

Appendix | Analysis of time-varying quantum networks

In general, the network parameters, i.e., the number of nodes, edges, and edge
weights, may change with time. Let us denote such a time-varying network as
N(G(V(r), E(1))). We say that two nodes v; and v; of a time-varying network are
connected in the time interval [#(, 2] if 3 ¢;; € E(t) with p;; > p, Vt € [1, 1]
In the following example, we present the variation of link sparsity with time for the
time-varying network shown in Fig. 37.

Example 5 Consider a network N(G (V(¢), [E(¢))) whose vertices and edges are evolv-
ing in time as shown in Fig. 37. We assume that for ¢;; € [E(z),

we Kt pij(t) for we Kt pij () > px,
0 otherwise ,

pijt+1):= Im

where w = 0.9, p, =0.05,k =03 sec landt € [1, 4].

For such a network, we have the variation of the link sparsity with time as

We observe from Table 2 that for the network shown in Fig 37, the link sparsity
increases with time and the network becomes less robust.
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Fig.37 We present a
time-varying mesh network with
6 nodes as a series of 4 static
graphs. We consider the network
topology at times

t € {1, 2,3, 4}. In this network,
the edges ¢;; connecting nodes
v; and v; denote the success
probabilities p;; of transferring
some resource between the v;
and v;. The success probability
pij evolves in time following
Eq. (I1). (Color online)
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